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	This Guidance paper should be read in conjunction with: 
· The FATF Recommendations, especially Recommendations (R.) 1, 10, 12, 17, 18 and 26 and their Interpretive Notes (INR), and the Glossary. 
· Other relevant FATF documents, such as the FATF Guidance on National Money Laundering and Terrorist Financing Risk Assessment, the FATF Guidance on Politically Exposed Persons, the FATF Risk-Based Approach Guidance - Effective Supervision and Enforcement by AML/CFT Supervisors of the Financial Sector and Law Enforcement, the FATF Risk-Based Approach Guidance for the Banking Sector, the FATF Guidance Private Sector Information Sharing and the FATF Guidance on AML/CFT and Financial Inclusion.


1. [bookmark: _Toc509840539][bookmark: _Toc517968020]INTRODUCTION
1.1. [bookmark: _Toc509840540][bookmark: _Toc517968021]BACKGROUND AND CONTEXT
1. The risk-based approach (RBA) is central to the effective implementation of the revised FATF International Standards on Combating Money Laundering and the Financing of Terrorism and Proliferation, which were adopted in 2012.[footnoteRef:2] The FATF has reviewed its 2009 RBA Guidance for the life insurance sector, in order to bring it in line with the revised FATF requirements.[footnoteRef:3]  [2: 	www.fatf-gafi.org/media/fatf/documents/recommendations/pdfs/FATF_Recommendations.pdf. The FATF Standards are comprised of the FATF Recommendations, their Interpretive Notes and applicable definitions from the Glossary.]  [3: 	The FATF has already reviewed its RBA Guidance papers for the banking sector (2014) and for the MVTS sector (2016). It is in the process of developing a new RBA Guidance for the Securities sector. The other RBA Guidance papers adopted between 2007 and 2009 (real estate agents, accountants, trust and company service providers, legal professionals, dealers in precious metals and stones, casinos) will also be reviewed to be consistent with the 2012 FATF Recommendations.] 

This updated RBA Guidance for the life insurance sector was drafted by a group of FATF members and observers, and representatives of the private sector, co-led by representatives of France and Manulife.[footnoteRef:4]  It was adopted by the FATF at its October 2018 Plenary. [4:  	The FATF Drafting Group was composed of representatives from FATF members and observers (France, IAIS, Luxembourg, Singapore and South Africa) and from the private sector (Aon UK, AXA, Generali, Manulife).] 

1.2. [bookmark: _Toc509840541][bookmark: _Toc517968022]PURPOSE OF THIS GUIDANCE
The purpose of this Guidance is to:
· Outline the key elements involved in applying a RBA to AML/CFT associated with life insurance;
· Assist countries, competent authorities, insurers[footnoteRef:5] and intermediaries[footnoteRef:6] in the design and implementation of a RBA to AML/CFT by providing general guidelines and examples of current practice;  [5:  	In accordance with IAIS Insurance Core Principles (ICPs), the term “insurer” means insurance legal entities, insurance groups and insurance-led financial conglomerates.]  [6:  	See IAIS ICP 18 for activities performed by intermediaries.] 

· Support the effective implementation and supervision of national AML/CFT measures, by focusing on risks and associated mitigation measures; and
· Support the development of a common understanding of what a RBA to AML/CFT entails.
1.3. [bookmark: _Toc509840542][bookmark: _Toc517968023]TARGET AUDIENCE, STATUS AND CONTENT OF THE GUIDANCE
This Guidance addresses:
· Countries and their supervisors and competent authorities, including life insurance supervisors, other supervisors or competent authorities involved in the AML/CFT compliance of life insurers and intermediaries and/or of life insurance entities part of a financial group;
· Insurers and intermediaries providing life insurance and other investment-related insurance products[footnoteRef:7] mentioned in the FATF Glossary. [7:  	See FATF glossary of financial institutions (point 12) “underwriting and placement of life insurance and other investment-related insurance.”] 

The Guidance covers the life insurance sector[footnoteRef:8] and consists of three sections. Section I sets out the key elements of the RBA, Section II provides guidance to life insurers and insurance intermediaries providing life insurance and other investment-related insurance products, and Section III provides guidance to supervisors. The Guidance also includes annexes on non-life insurance and reinsurance for information purposes only and is not intended to expand the scope of the FATF Recommendations. The FATF Recommendations (with the exception of R. 6 and R.7 on targeted financial sanctions) do not target non-life insurance and reinsurance[footnoteRef:9]. However, some countries do include certain non-life insurance activities in their AML/CFT framework based on country specific risk evaluations. [8:  	Life insurance activities are activities or operations described in the FATF Glossary under “Financial institutions”, in particular 12. Further details are provided in para 8 of the present paper. ]  [9: 	IAIS Insurance Core Principles, including ICP 22 on AML/CFT, cover both life and non-life insurance activities.] 

This Guidance recognises that an effective RBA will build on, and reflect, a country’s legal and regulatory approach, the nature, diversity and maturity of its life insurance sector and its overall risk profile. It sets out recommendations for what countries should consider when designing and implementing a RBA; but it does not override the purview of national competent authorities. When considering the general principles outlined in the Guidance, national authorities should take into consideration their national context, including the supervisory approach and legal framework. 
This Guidance paper is non-binding. It draws on the experiences of countries and of the private sector and may assist competent authorities and financial institutions to effectively implement the applicable FATF Recommendations.
1.4. [bookmark: _Toc509840543][bookmark: _Toc517968024]TERMINOLOGY AND KEY FEATURES OF THE LIFE INSURANCE SECTOR RELEVANT FOR AML/CFT
1.4.1. [bookmark: _Toc517968025]Life insurance products and other investment-related insurance products 
For the purpose of this Guidance, “life insurance products and other investment-related insurance products”, as referred to in the FATF Glossary, are understood as contracts primarily designed to financially protect the customer/policyholder and its related third parties (who include the insured, the beneficiary/ies of the contract, and the beneficial owners) against the risk of an uncertain future event – such as death or critical illness. Related third party beneficiaries may be the policyholder, or another nominated or a designated beneficiary. The beneficiary/ies can be the customer or another nominated or designated beneficiary, and can be a natural person as well as a legal entity. Life insurance products can also be bought as investment or saving vehicles and to support estate planning or pension plans. 
Most life insurance products are designed for the long-term and some will only pay out on the occurrence of a verifiable event, such as death or retirement. However, some have saving or investment features, which may include the options for full and/or partial withdrawals or surrenders at any time.  Life insurance policies can be individual policies or group policies - for example, companies may provide life insurance for their employees as part of a benefits package. 
Generally the ML/TF risks associated to the life insurance sector is lower than that associated with other financial products (e.g., loans, payment services) or other sectors (e.g., banking, gambling, precious stones and metal dealers).  Indeed, most life insurance products are designed for the long term and some will only pay out on a verifiable event, such as death or retirement. This means that many life insurance products are not sufficiently flexible to be the first vehicle of choice for money launderers. However, as with other financial services products, there is a risk that the funds used to purchase life insurance may be the proceeds of crime. 
The AML/CFT regime applicable to life insurance in a given jurisdiction will have to be determined based on the results of the national ML/TF risk assessment, on the local sectoral life insurance ML/TF risk assessment, as well as on the specific individual insurer (and/or intermediary where relevant) ML/TF risk assessment.[footnoteRef:10]   [10:  This Guidance focuses solely on the abuse of the life and similar insurance products for ML/TF purposes. It does not purport to describe controls which financial institutions may be required to implement to prevent or detect insurance fraud, which describes situations where a false or fraudulent claim is made against a life insurance policy (ICP 21). In some cases, insurance fraud is associated to ML/TF activities.] 

Table 1 - Examples of life insurance products and indicative risk ratings (without prejudice to the other ML/TF risk factors such as transaction, distribution, geographical or customer risks)
	EXAMPLE OF PRODUCT DESCRIPTION
	TYPICAL FEATURES
	INDICATIVE RISK RATING

	Complex products with potential multiple investment accounts; and /or products with returns linked to the performance of an underlying financial asset
Example of product names:
Universal Life
Variable Universal Life
Wrapper Insurance
Investment Linked Policies
Unit Linked Policies
Investment Linked Assurance Schemes 
	· offers the ability to hold funds and/or assets
· may offer the option of asset transfers into the policy
· full or partial underlying investments under control of the customer 
· may have a high limit for funds held
	· higher risk compared with other life insurance products

	Products designed for High Net Worth (HNW) persons  or products for individual generally with guaranteed returns
Example of product names:
HNW Individual Life Insurance
Traditional Whole Life
	· offers the ability to hold funds
· only with high limit for funds held
· underlying investments managed by the insurer
	· higher/moderately high risk compared with other life insurance products

	Product that pays a periodic income benefit for the life of a person
Example of product name: 
Fixed and Variable Annuities
	· offers the ability to hold funds
· may have a high limit for funds held
· accumulation period followed by a liquidation period
· underlying investments managed by the insurer
	· moderate risk  compared with other  life insurance products

	Product designed to provide endowments for an individual or an institution
Example of product name:
Endowments
	· may offer the ability to hold funds
· underlying investments managed by the insurer
	· moderate risk  compared with other life insurance products

	Product subscribed by a company to pay a periodic income benefit for the life of employees
Example of product name:
Group Annuities
	· typically used for retirement savings
· generally subscribed by a company in order to provide a future benefit to its employees 
· underlying investments managed by the insurer
	· lower risk compared with other life insurance products

	Product that pays a lump sum, or an annuity to the beneficiary, in the event of the death of the insured, in the event of a long-term care or critical illness 
Example of product name:
Term Life Individual
Group Long-term Care
Critical Illness
	· no ability to hold funds
· generally payments only in case of a specific external event
	· lower risk compared with other life insurance products


1.4.2. [bookmark: _Toc517968026]Insurance distribution channels and intermediaries 
Life insurance is sold through a variety of distribution channels. A significant proportion of life insurance policies are sold through intermediaries where the life insurer will have limited or no direct contact with the policy holder. In a number of cases, the intermediaries have the initial interaction with the customer. Life insurance policies are also sold online, where there may not be any face to face interaction with the customer by the insurer or intermediary. When identifying and evaluating the ML/TF risk associated with the method through which the product is sold, the life insurer, and supervisors, should  consider the risks related to the intermediary used and the nature of their relationship with the life insurer and the customer. 
Life insurance intermediation can take a number of different forms, with varying relationships with the life insurer, which may affect the nature and the extent of their AML/CFT responsibilities: 
· Intermediaries may sell products for and on behalf of a single life insurer and are sometimes referred to as “tied” or “captive” agents. Where intermediaries are tied to a life insurer, they are generally required to follow the life insurer’s AML/CFT policies and procedures. 
· Where intermediaries act primarily on behalf of the customer, they are independent of the life insurer whose products they sell and are often referred to as “independent agents”[footnoteRef:11]. These intermediaries are able to select from a range of products across the market and as they are “financial institutions” per the FATF Glossary, they are subject to AML/CFT requirements.  [11:  	The term “broker” is frequently used in some countries (e.g. France)] 

· Bancassurance is an agreement between a bank and an insurer, under which the bank sells the insurer’s life insurance products to its clients. If the bank and the insurer belong to the same financial group or conglomerate, a group-wide AML/CFT programme should be in place, including policies and procedures for sharing information within the group for AML/CFT purposes.[footnoteRef:12]  [12:  	See FATF Recommendation 18 and 2017 FATF Guidance on Private Sector Information sharing.] 

· There are also “trade specific agents” whose core business is not life insurance and who typically may sell only one or a limited number of types of life insurance products as ancillary to their core business activities. For example a mortgage provider may offer its clients term life or critical illness insurance as an optional add-on to the mortgage agreement. 
When identifying the risks associated with delivery channels and the management of the product, the life insurer should also take into account the reliance on any third-party; and whether the arrangement is under a third party reliance or outsourcing model discussed below.
Third-party reliance - Where local legislation permits life insurers to rely on the identification and verification work completed by life insurance intermediaries, life insurers must comply with FATF R.17.  Life insurers should satisfy themselves that the intermediary is a financial institution regulated, and monitored or supervised for CDD and record keeping requirements. The life insurer should immediately obtain the necessary CDD information, and also take adequate steps to satisfy itself that copies of identification data and other relevant documentation relating to CDD requirements will be made available to the life insurer by the intermediary upon request and without delay. As a best practice, it is recommended that life insurers receive a copy of the CDD record(s), or have access to the database where the information is held, in order to facilitate ongoing monitoring of the business relationship and if applicable, the filing of suspicious transactions reports and for a complete assessment record in case of a change of intermediary servicing the policy. Ultimate responsibility for customer due diligence remains with the life insurer even when relying on third-parties.
Outsourcing - When life insurers outsource a part of their AML/CFT function, including the distribution of the products, to a third party which is not regulated, supervised or monitored for AML/CFT, they should include these third parties in their own AML/CFT internal control processes, and monitor them for compliance with their AML/CFT programmes. Life insurers retain full responsibility for AML/CFT controls in such an outsourcing arrangement.

[bookmark: _Toc509840544]SECTION I – THE FATF’S RISK-BASED APPROACH (RBA) TO AML/CFT 
2. [bookmark: _Toc509840545][bookmark: _Toc517968027]WHAT IS THE RBA?
An RBA to AML/CFT means that countries, competent authorities and financial institutions,[footnoteRef:13] are expected to identify, assess and understand the ML/TF risks to which they are exposed and take AML/CFT measures commensurate with those risks in order to mitigate them effectively. [13:  	Including both physical and natural persons, see definition of “Financial institutions” in the FATF Glossary.] 

When assessing ML/TF risk, countries, competent authorities, and financial institutions should analyse and seek to understand how the ML/TF risks they identify affect them; the risk assessment therefore provides the basis for the risk-sensitive application of AML/CFT measures.[footnoteRef:14]  [14:  	FATF Guidance National Money Laundering and Terrorist Financing Risk Assessment, par. 10. See also Sections II A and III A for further details on identifying and assessing ML/TF risk.] 

The RBA process should be dynamic, with risk assessments and mitigation measures being refreshed on an on-going basis. It is recognised that there may be occasions where an institution has taken all reasonable measures to identify and mitigate ML/FT risks, but its products are used for ML or TF purposes. 
3. [bookmark: _Toc509840546][bookmark: _Toc517968028]THE RATIONALE FOR A NEW APPROACH
In 2012, the FATF updated its Recommendations to strengthen global safeguards and to further protect the integrity of the financial system by providing governments with stronger tools to take action against financial crime.
One of the most important changes was the increased emphasis on the RBA to AML/CFT, especially in relation to preventive measures and supervision. Whereas the 2003 Recommendations provided for the application of a RBA in some areas, the 2012 Recommendations consider the RBA to be an “essential foundation” of a country’s AML/CFT framework.[footnoteRef:15]  This is an over-arching requirement applicable to all relevant FATF Recommendations.[footnoteRef:16]  [15:  	R.1.]  [16:  	Two important rule-based sets of AML/CFT measures have to be highlighted as they are part of the important steps to CFT or of counter-proliferation of weapons of mass destruction (PF). First, FATF R. 26 requires countries to ensure that life insurers and intermediaries are licensed or registered by a competent authority, and that supervisors implement controls to prevent criminals and their associates from holding, or being the beneficial owner of a significant or controlling interest or holding a management function in companies of the insurance sector. Second, all reporting entities, including life insurers and intermediaries, have to comply with targeted financial sanctions directed at people or organisations sanctioned for reasons related to terrorism or the financing of proliferation. Measures should be taken to comply with national and international sanctions legislation by screening the customer, the beneficial owners, the beneficiary of the life insurance contract and its beneficial owners against the UN and other applicable sanctions lists. This regime is not subject to a RBA as it is a rule-based requirement. Consequently, it falls outside the scope of this Guidance (FATF Recommendations 6 and 7).] 

According to the Introduction to the 40 Recommendations, the RBA ‘allows countries, within the framework of the FATF requirements, to adopt a more flexible set of measures in order to target their resources more effectively and apply preventive measures that are commensurate to the nature of risks, in order to focus their efforts in the most effective way’.
The application of a RBA is therefore not optional, but a prerequisite for the effective implementation of the FATF Standards.[footnoteRef:17] [17:  	The effectiveness of risk-based prevention and mitigation measures is assessed as part of the mutual evaluation of the national AML/CFT regime. The effectiveness assessment measures the extent to which a country achieves a defined set of outcomes that are central to a robust AML/CFT system and analyses the extent to which a country’s legal and institutional framework is producing the expected results. Assessors need to take the risks, and the flexibility allowed by the RBA, into account when determining whether there are deficiencies in a country’s AML/CFT measures, and their importance - FATF Methodology for assessing technical compliance with the FATF Recommendations and the Effectiveness of AML/CFT systems (2013).] 

4. [bookmark: _Toc509840547][bookmark: _Toc517968029]APPLICATION OF THE RISK-BASED APPROACH
R. 1 sets out the scope of the application of the RBA. It applies in relation to:
· Who and what should be subject to a country’s AML/CFT regime: in addition to the sectors and activities included in the scope of the FATF Recommendations,[footnoteRef:18] countries should extend their regime to additional institutions, sectors or activities if they pose a higher risk of ML/TF.  [18:  	See Glossary, definitions of “Financial institutions” and “Designated non-financial businesses and professions”.] 

Countries could also consider exempting certain institutions, sectors or activities from some AML/CFT obligations where specified conditions are met, such as an assessment that the ML/TF risks associated with those sectors or activities are proven to be low.[footnoteRef:19]  [19:  	INR 1, paragraph 6.] 

· How those subject to the AML/CFT regime should be supervised for compliance with this regime: AML/CFT supervisors should consider life insurers’ and intermediaries’ own risk assessment and mitigation measures, and acknowledge the degree of discretion allowed under the national RBA. Supervisors must themselves adopt a RBA to AML/CFT supervision (INR. 26); and
· How those subject to the AML/CFT regime should comply: life insurers and intermediaries  are obliged to assess and understand the ML/TF risks to which they are exposed .Where the ML/TF risk associated with a situation is higher, enhanced mitigation measures should be taken. This means that the range, degree, frequency or intensity of controls conducted will be stronger. Conversely, where the ML/TF risk is lower, standard AML/CFT measures may be simplified, which means that each of the required measures must be applied, but the degree, and frequency or the intensity of the controls conducted will be lower.[footnoteRef:20]  [20:  	R. 10; INR 10, footnote 33.] 

5. [bookmark: _Toc509840548][bookmark: _Toc517968030]CHALLENGES AND METHODOLOGY FOR AN EFFECTIVE RBA
Implementing a RBA can present a number of challenges. In implementing an effective RBA, countries and competent authorities should therefore consider the following steps.
5.1. [bookmark: _Toc509840549][bookmark: _Toc517968031]Allocating responsibility under a RBA
An effective risk-based regime builds on, and reflects, a country’s legal and regulatory approach, the nature, diversity and maturity of its financial sector, and its overall risk profile. 
When deciding the extent to which life insurers and intermediaries are able to decide how to mitigate risk, countries should consider, inter alia, the mitigating measures already in place (e.g., laws prohibiting anonymous life insurance products and/or cash payments in relation to any life insurance products), their life insurance sector’s ability to effectively identify and manage ML/TF risks as well as their supervisors’ expertise and resources.
Countries may also take into account evidence from competent authorities regarding the level of compliance in the life insurance sector, and the sector’s approach to dealing with ML/TF risk. Countries whose financial services sectors or whose legal, regulatory and supervisory frameworks are still developing, may determine that life insurers and intermediaries are not yet sufficiently equipped to effectively identify and manage ML/TF risk and any flexibility allowed under the risk-based approach should therefore be limited. In such cases, a more prescriptive implementation of the AML/CFT requirements may be appropriate until the sector’s understanding and experience is strengthened.[footnoteRef:21] [21:  	This could be based on a combination of elements described in Section II, as well as objective criteria such as mutual evaluation reports, follow-up reports or FSAP.] 

Institutions should not be exempted from AML/CFT supervision even where their capacity (ability and expertise) and compliance are good. However, the RBA should allow competent authorities to direct more supervisory resource to higher risk institutions.[footnoteRef:22]  [22:  	See FATF Guidance on effective supervision and enforcement by AML/CFT supervisors of the financial sector and law enforcement.] 

5.1.1. [bookmark: _Toc509840550][bookmark: _Toc517968032]Identifying ML/TF risk
Life insurers and intermediaries may be granted flexibility in deciding on the most effective way to identify ML/TF risk. Life insurers and intermediaries should take into account the supra (if any) and national legal and regulatory framework, any areas of prescribed significant risk and any mitigation measures defined at the legal or regulatory level. If a national risk assessment is available, this should be taken into account. 
Competent authorities and supervisors should consider issuing guidance to life insurers and intermediaries on how they are expected to meet their legal and regulatory AML/CFT obligations. Ongoing and effective communication between competent authorities and life insurers and intermediaries is an essential prerequisite for the successful implementation of a RBA.
Access to accurate, timely and objective information about ML/TF risks is also a prerequisite for an effective RBA. INR 1.3 requires countries to have mechanisms to provide appropriate information on the results of the risk assessments to all relevant competent authorities, financial institutions and other interested parties. Information sharing plays a vital role in allowing financial institutions and supervisory and law enforcement authorities to better deploy resources on a risk based approach, and to develop innovative techniques to combat ML/TF.[footnoteRef:23] Enabling greater information sharing is a key element of collaboration whether it involves sharing across borders, between entities of the same financial group, between different financial groups or between the private and public sector. This is relevant also in a life insurance context, because insurers can be part of financial groups, involving different types of financial institutions, at the domestic and cross-border level. Where information is neither readily available nor adequate, it will be difficult for life insurers and intermediaries to correctly identify (i.e., find and list) ML/TF risk and therefore they may fail to assess and mitigate it appropriately. [23:  	See R. 2, R.18, R. 20, R. 21 and FATF Guidance on private sector information sharing.] 

5.1.2. [bookmark: _Toc509840551][bookmark: _Toc517968033]Assessing ML/TF risk
Assessing ML/TF risk means that countries, competent authorities, life insurers and intermediaries must determine how the identified ML/TF threats will affect them. They should analyse the information obtained to understand the likelihood of these risks occurring as well as the impact that the risks would pose on the individual life insurers and intermediaries, the life insurance sector and related financial institutions, and possibly on the national economy. Risks identified through this process are often known as inherent risks, and risks which remain after the risk mitigation process are known as residual risks.
As a result of a risk assessment, ML/TF risks are often classified as low, medium and high, with possible combinations between the different categories (medium-high; low-medium, etc.). The same risk may be regarded as high in one jurisdiction while in another jurisdiction it may be regarded as lower risk depending on the circumstances prevailing in the jurisdiction. Such a classification is meant to assist understanding and prioritizing ML/TF risks. Assessing ML/TF risk therefore goes beyond the mere collection of quantitative and qualitative information: it forms the basis for effective ML/TF risk mitigation and should be kept up-to-date to remain relevant.
Assessing and understanding risks implies that competent authorities and life insurers and intermediaries should have skilled and trusted personnel, recruited through fit and proper tests, where appropriate. This also requires personnel to have and maintain technical competence and expertise commensurate with the complexity of the life insurers and intermediaries’ products and operations.
5.1.3. [bookmark: _Toc509840552][bookmark: _Toc517968034]Mitigating ML/TF risk
The FATF Recommendations require that, when applying a RBA, life insurers and intermediaries, countries and competent authorities decide on the most appropriate and effective way to mitigate the ML/TF risk they have identified.  They should take enhanced measures to mitigate situations in which the ML/TF risk is higher; and, correspondingly, in lower risk situations, exemptions or simplified measures may be applied[footnoteRef:24]: [24:  	Subject to the national legal framework providing for Simplified Due Diligence.] 

· Countries and life insurers and intermediaries considering applying simplified measures should conduct an assessment of the risks connected to the category of customers or products targeted and establish the lower level of the risks involved, and define the extent and the intensity of the required AML/CFT measures. Specific FATF Recommendations set out in more detail how this general principle applies to particular requirements.
· Where ML/TF risks are higher, life insurers and intermediaries should always apply enhanced due diligence measures commensurate with the risks posed, although national law or regulation might not prescribe exactly how these higher risks are to be mitigated (e.g., varying the degree of enhanced ongoing monitoring).
5.1.4. [bookmark: _Toc509840553][bookmark: _Toc517968035]Developing a common understanding of the RBA
The effectiveness of a RBA depends on a common understanding by competent authorities and life insurers and intermediaries of what the RBA entails, how it should be applied and how ML/TF risks should be addressed. 
It is important that competent authorities recognize that in a risk-based regime, not all life insurers and intermediaries will adopt identical AML/CFT controls and that a single isolated incident of insignificant, crystallised risk may not necessarily invalidate the integrity of life insurers and intermediaries’ AML/CFT controls. On the other hand, life insurers and intermediaries should understand that a flexible RBA does not exempt them from applying effective AML/CFT controls and that they must demonstrate to their competent authorities the effectiveness of the AML/CFT controls implemented, which should be commensurate with the risks identified.
In the case of life insurers and/or intermediaries who are part of a financial group or conglomerate, countries and competent authorities should take into account the need for effective consolidated supervision at the group level, including effective cooperation and information sharing between the respective AML/CFT supervisors of various entities within the group and the supervisor of the parent entity (the home supervisor responsible for the supervision of the group-wide AML/CFT policies not always being an insurance supervisor).  
5.2. [bookmark: _Toc509840554][bookmark: _Toc517968036]Financial inclusion 
FATF is committed to financial inclusion, which contributes to greater transparency and traceability of financial flows.[footnoteRef:25] The primary focus of financial inclusion is access to banking account and payment services. However, it is important to support, progressively or concurrently, improved access to the larger range of needed financial services, including tailored life insurance products. [25:  FATF Guidance on AML/CFT and Financial Inclusion.] 

Adopting a RBA may help foster financial inclusion, especially in the case of low-income or other vulnerable individuals who experience difficulties in accessing the regulated financial system. When applying a RBA, jurisdictions may establish specific cases for exemptions in the application of FATF Recommendations (based on proven low risks), or allow life insurers and intermediaries to be more flexible in their application of CDD measures in case of lower ML/TF risks (see Section II), at the condition that they can justify to their supervisors that the CDD measures taken are commensurate to the risks posed. 
[bookmark: _Toc509840555]SECTION II – GUIDANCE FOR PRIVATE SECTOR
The RBA consists of identifying the ML/TF risks and adopting mitigation measures that are commensurate with the ML/TF risks identified. In the case of life insurers and intermediaries, this applies to the way they allocate their compliance and risk management resources, organise their internal controls and internal structures, and implement policies and procedures to deter and detect ML/TF, including, where relevant, at the group level.
This section provides an outline of the risk assessment process and a wide range of mitigating measures which life insurers and intermediaries may wish to apply. There is no one size fits all approach and life insurers and intermediaries should take into consideration the nature, scale and complexity of their business in order to determine the appropriate mitigating measures to put in place. 
Where supervisors’ guidance remains high-level and principles-based, guidance written by industry sectors on how to meet the legal and regulatory obligations may be useful for explanatory and operational purposes. The supervisors’ guidance could also be elaborated in conjunction with the industry. Life insurers and intermediaries should note, however, that the private sector guidance they take into consideration should be consistent with national legislation, and based on international standards and guidelines issued by competent authorities.
6. [bookmark: _Toc509840556][bookmark: _Toc517968037]RISK ASSESSMENT 
The ML/TF risk assessment forms the basis of a life insurer’s and intermediary’s RBA. The key purpose of such an assessment is to understand and mitigate inherent AML/CFT risks, and enable the life insurer/intermediary to effectively manage residual risks.[footnoteRef:26]  [26:  	Wolfsberg Frequently Asked Questions on Risk Assessments for Money Laundering, Sanctions and Bribery & Corruption. ] 

Table 2 –Examples of Inherent Risk factors in a life insurance context[footnoteRef:27]  [27:  	Examples of risk factors, simplified and enhanced customer due diligence measures can also be found in  “The Risk Factors Guidelines” (2017) of the European Supervisory Authorities (ESAs), which include the European Banking Authority (EBA), the European Insurance and Occupational Pensions Authority (EIOPA) and the European Securities and Markets Authority (ESMA). See also Annex C for examples of risk factors relevant for the ML/TF risk assessments of insurance entities.] 

This table should be read together with Table 1 concerning the risk factors linked to life insurance products.
	RISK FACTOR CATEGORIES
	EXAMPLES RISK FACTOR
	EXAMPLE DESCRIPTION

	Customers and related parties 
(policyholder and if any, its beneficial owner,
the beneficiary and if any, its beneficial owner)


	Customer base growth
	Rapid growth and/or turn-over of customer base in terms of amount and customer diversity pose higher ML/TF risks. Therefore, an insurer should pay extra attention to a new campaign aimed at increasing the customer base significantly, to a subscription of a high net worth life policy by a new customer compared to a well-known customer with already other business relationships with the insurer for long time.

	
	Individuals who are more difficult to identify
	Difficulty in identifying the person on whose behalf the business relationship or transaction is being conducted, generally with involvement of third-parties (e.g., policy holder different from the insured person and beneficiary and with no apparent relationships with them, or third-party payer on the contract with no apparent relationship with the policy holder).

	
	Structures that make it difficult to identify the beneficial owner of the policyholder or of the beneficiary
	Complex ownership and control structures involving multiple layers of shares registered in the name of legal entities and/ or non-transparent structures (e.g., trusts and other legal arrangements designated as beneficiaries of life policies, enabling a separation of legal ownership and beneficial ownership of assets).

	
	Unusual circumstances associated with the customer’s business relationships or transactions
	Customer activity not consistent with the customer’s known profile and lacks business rationale or economic justification causing economic losses (e.g., an early surrender for a large amount without understandable rationale or transactional activity causing economic losses).

	
	PEPs exposure
	Business relationships involving a person(s) (i.e., policyholder, beneficiary, beneficial owner of the policyholder or of the beneficiary) defined as a Politically Exposed Person including his/her family members or close associates, as covered under Recommendation 12. (e.g., a PEP designated as beneficiary by an unrelated policy holder could hide a corrupt activity – to be paid extra attention to such a case as the PEP could evade identification as such up to the effective pay-out).

	
	Payment methods
	Payment methods which may contribute to increase the ML/TF risks (e.g., cash or other forms of payment vehicles fostering anonymity; payments from different bank accounts without explanation; payments received from unrelated third parties).

	
	Origin or source of funds and wealth
	Unclear or suspicious source of wealth and/or source of funds that are involved in the business relationship. (e.g., large investment in a unit-linked product by a low-income person without a clear source of wealth).

	
	Higher risk individuals
	Customers which are classified as higher risk including persons previously reported by the insurer/intermediary to the FIUs or who operate in a higher risk industry or profession from an AML/CFT perspective This includes persons active in charities and non-profit organization, precious metals and stone dealers, money services businesses, cash intensive businesses such as "cash for gold" or casinos, arms dealers.  E.g., insurers could be required by local insurance laws and regulations to maintain a business relationship or provide insurance services even to a person designated and/or reported to local FIU – in those cases the insurer should act in close collaboration with the local authorities.

	Products and Services
	Products associated with high risk payment
	Product that may inherently favour international customers, cash, third parties and complex payments or have features that allow for pay-outs not limited to pre-defined events (e.g., international life insurance products designed for expatriates, life insurance policy allowing third party payments).

	
	Product which accumulate large funds, transact large sums, or allow high amount withdrawals 
	Product that are designed for the accumulation of large funds and/or allow large transaction of money (e.g., insurance wrapper products).

	
	Products which favour anonymity or are easily transferable
	Products or services that may inherently favour anonymity, or products that can readily cross international borders, or are easily transferred, (e.g., life insurance policy issued to the bearer or negotiated on secondary market).

	
	Products with allows early surrender
	Products which allow for early surrender and have a surrender value

	
	Products with low value policy benefits and simple product features
	Products have  simple features and are low in value may carry lower ML/TF risks, 

	Distribution channels
	Non face to face sales channels
	Channels which do not provide for a physical meeting between the customer and an employee or intermediary, and is not supported by other mitigation measures like identification performed by an obliged or authorized person such as a public notary (e.g., life insurance policy sold on-line).

	
	Reliance and outsourcing
	Reliance on intermediaries and /or outsourcing to third parties which are not subjected to the same AML/CFT obligations as the life insurer or is not well known to the life insurer (e.g., life insurance policy sold by small independent intermediaries or by third parties which may have less sophisticated controls in place).

	
	Management of the customers payments
	Intermediaries which manage the investments and the flow of funds on behalf of the customer on their accounts (e.g., life insurance policy sold by intermediaries accepting cash payments and/or payments on their own accounts).

	
Geography
	Products and services, 
	Products and services that are marketed or sold in higher ML/TF risk countries.

	
	Customers
	Customers, beneficiaries, policy holder and/or related parties are based in or linked to higher ML/TF risk countries.

	
	Intermediaries
	Intermediaries that are based in or sell to higher ML/TF risk jurisdictions (e.g., intermediaries owned and/or controlled by persons established in higher ML/TF risks jurisdictions) (see para 107)


In performing a risk assessment. life insurers which distribute their products and services through intermediaries should consider the following:
· Size and status of the intermediary - Intermediary operations range from local sole proprietors to large international organisations. Intermediary organisations sometimes operate as independent enterprises or divisions of insurers or other financial institutions, such as bancassurance. Smaller intermediaries may have less sophisticated AML/CTF framework and may benefit from more direction from the insurer.
· Legislative and supervisory approach – Some jurisdictions do not distinguish between different insurance intermediary categories, and supervision is conducted according to the activity performed. In other jurisdictions, supervision of intermediaries may vary depending on the customer relationship and service offered. Life insurers should take steps to verify that all their intermediaries have the necessary AML/CFT policies and procedures in place to cover the relevant activities undertaken.
· Role of the intermediary in handling customer’s funds - When identifying the risk associated with an intermediary, the insurer should also take into account whether the intermediary handles funds directly from the customer - including in relation to handling pay-outs of the contract, or whether the intermediary plays a purely facilitating/introducing role. It should be noted that insurance intermediation may also be facilitated by digital means (e.g., online internet portals and mobile phone applications, etc.) or other (e.g., telemarketing, call centres, etc.). Insurers generally will subject intermediaries which handle funds from customers, particularly those which accept cash, to higher ML/TF risk assessment, and to adopt appropriate measures.
The risk assessment should be commensurate with the nature, size and complexity of the business. For smaller or less complex life insurers or intermediaries (for example where customers fall into similar categories and/or where the range of life insurance products offered are very limited), a simple risk assessment might suffice. It should take into account all risk factors which the life insurer and intermediaries considers to be relevant, including product, geography, distribution and customer risk factors. 
Life insurers and intermediaries should consider tax-related aspects as part of their risk assessment as certain characteristics of life insurance products may make them attractive to individuals seeking to fraud tax, evade tax or tax reporting requirements.  
Life insurers and intermediaries should define a clear methodology for the development of their risk assessment, especially in the case of complex organizations such as large, cross-sectoral multinational groups or national multi-business groups. 
In the case of life insurers or intermediaries that are part of a group, risk assessments should take into account group wide risk appetite and framework, where relevant. Depending on the circumstance and local jurisdictional requirements, the parent company should perform a consolidated risk assessment for the entire group, taking into account the geographic situations of each relevant life insurance entity and if any, the legal obstacles preventing foreign entities from apply AML-CFT group-wide procedures, including exchange of information within the group. This will ensure that there is adequate oversight and consistent mitigating measures across all relevant entities of the group. Where applicable, they can consider synergies, interaction and consistency with other risk assessments performed by other internal functions, such as compliance and operational risk management.
Where appropriate, life insurers and intermediaries may cooperate, for example, at an industry or country level to produce guidance to inform the production of their risk assessments.
ML/TF risk assessments should be periodically reviewed and refreshed in line with the requirements of the competent supervisory authority. Risk assessments should be reviewed promptly in response to internal factors, such as launch of new product, acquisition, or significant change of characteristics of customers due to a merger; and external factors such as regulatory changes, change in the national or supranational risk assessment, or new/emerging AML/CFT typologies.
7. [bookmark: _Toc509840557][bookmark: _Toc517968038]RISK MITIGATION
Having assessed ML and TF risks in their business, life insurers and intermediaries should then develop and implement mitigating controls proportionate to the ML and TF risks identified and to the complexity, nature and size of the entity. Consistent with the RBA, life insurers and intermediaries should allocate relatively more resources to mitigating their most significant risks.
7.1. [bookmark: _Toc509840558][bookmark: _Toc517968039]Customer Risk Assessment and Mitigation
Customer Due Diligence (CDD) processes are intended to ensure that life insurers and intermediaries know the identity of each customer and related parties, understand and obtain relevant information on the type of transactions that the customer undertakes; evaluate the intended nature of the business relationship and conduct ongoing monitoring on the business relationship and transactions. This will enable life insurers and intermediaries to assess the overall risk of their business relationships with these parties, associating a dynamic risk rating to each overall relationship which will help determine the level of due diligence to be applied to each of the customers.
In case of group life insurance policies, when the insured persons have active powers on the contract (e.g., to inject sums in the contract, establish the beneficiary, exercise early surrender of the amounts), those persons should be considered equal to customers. Life insurers and intermediaries should therefore also conduct CDD on those people, as well as on their related parties. In cases where the insured persons have no active powers, it is recommended to screen their names against sanctions lists, but it is not mandatory to identify them, unless the legal or regulatory requirement in a particular jurisdiction requires this.
Consistent with a risk based approach, life insurers and intermediaries should subject higher risk customers to more intensive (enhanced) due diligence measures, and should also monitor their subsequent transactions with greater sensitivity. Conversely, a life insurer or intermediary may be able to apply less intense (simplified) due diligence to lower risk customers, if the relationships with those customers are considered lower risks (e.g., customers with no characteristics of ML/TF risks, who hold only lower risk products).
Life insurers and intermediaries should be mindful that customer risk profiles may change, for example if a customer with only low risk products subsequently purchases a higher risk product. Life insurers and intermediaries should have processes in place to trigger more extensive due diligence in these circumstances.
Assessments of customer ML/TF risks are performed using a documented, ongoing process that assigns and updates customer risk ratings. Customer risk ratings can be enhanced through automated solutions that automatically assign risk scores, and to adjust the level of customer due diligence and monitoring dependent on the scoring. Depending on the nature and complexity of the business, these may not be appropriate for all life insurers and intermediaries.
7.1.1. [bookmark: _Toc509840559][bookmark: _Toc517968040]Customer Due Diligence (CDD)
Consistent with applicable law, and in line with R. 10, the life insurer’s or intermediary’s initial CDD procedures should include procedures to: 
· Identify and verify the identity of each customer, or persons acting on his/her behalf, before establishing a business relationship;  
· Identify the beneficial owner(s) of customers and beneficiary (if any), and take reasonable measures to verify their identity; 
· As soon as the beneficiary of the contract is identified/designated, take the name of the person, or if the beneficiary is designated by category or by class, or by other means, obtain sufficient information to be able to identify the beneficiary at the time of payout but before funds are disbursed. In both cases, the identity of the beneficiary should be verified at the time of the payout. The beneficiary, if known, should be part of the risk factors on the basis of which the life insurer or intermediary will determine if the relationships is higher risk and enhanced due diligence measures should be applied. 
· Obtain appropriate information to understand the customer’s circumstances and business, including the purpose and the expected nature of the relationship (for example for natural persons: income, wealth, profession, activity; for legal entities: financial statement). Considering the risk profile of the customer and of the beneficial owner, life insurers and intermediaries should, if necessary, extend this to the customer’s tax residency. 
In accordance with Recommendation 12, the life insurer or intermediary should also take reasonable measures to determine whether the beneficiaries of the life insurance policy and/or, where required, the beneficial owner of the beneficiary are politically exposed persons (PEPs). 
CDD measures also apply to existing customers, and their beneficial owners, on the basis of materiality and risk, and taking into account whether and when CDD measures have previously been undertaken and the adequacy of data obtained. The various transactions or “trigger events” that occur after the life insurance contract effective date indicate where due diligence should be performed, for example, claims notification, surrender requests, assignments and policy alterations, such as changes in beneficiaries.[footnoteRef:28]  [28:  	ICP 22 Application Paper, para 42] 

In accordance with Recommendation 10, where life insurers and intermediaries cannot apply the appropriate level of CDD, they should be required not to enter into the business relationship or instead terminate the business relationship.
7.1.2. [bookmark: _Toc509840560][bookmark: _Toc517968041]Simplified Due Diligence (SDD)
In some lower risk scenarios, and subject to applicable local laws, the standard level of due diligence may be simplified. Examples of lower risk scenarios are:  
· Products that only pay out at death;
· Customers that are publicly listed companies on recognised exchanges; 
· Transactions involving de minimis amounts, such as life insurance policies where the annual premium is no more than USD/EUR 1000 or a single premium of no more than USD/EUR 2500;  
· Insurance policies for pension schemes if there is no surrender clause and the policy cannot be used as collateral; 
· A pension, superannuation or similar scheme that provides retirement benefits to employees, where contributions are made by way of deduction from wages and the scheme rules do not permit the assignment of a member’s interest under the scheme (e.g., small insurance premiums);
Financial products or services that provide appropriately defined and limited services to certain types of customers, so as to increase access for financial inclusion purposes.
In those situations, SDD may include verifying the identity of the customer and the beneficial owner after the establishment of the business relationship (e.g., if account transactions rise above a defined monetary threshold); reducing the frequency of customer identification updates; reducing the degree of on-going monitoring and scrutinising transactions, based on a reasonable monetary threshold; not collecting specific information or carrying out specific measures to understand the purpose and intended nature of the business relationship, but inferring the purpose and nature from the type of transactions or business relationship established (R. 10).
7.1.3. [bookmark: _Toc509840561][bookmark: _Toc517968042]Enhanced Due Diligence (EDD)
In higher risk scenarios, EDD should be performed. Higher risk scenarios include, for example, situations where the third-party payer is not the policy holder and has no apparent relationship with him or where multiple surrenders seem to have no apparent economic justification or where the origin of funds is not clear.
EDD should include obtaining additional information including on the intended nature of the business relationship, and on the source of wealth or source of funds of the customer (R. 10). Life insurers and intermediaries should also extend the range of information collected to the customers’ ownership structure, or his/her tax residency, connected parties or other risk factors; and seeks to independently corroborate customer information through public or other available sources.
In instances where higher risks are identified in relation to beneficiaries of life insurance policies or their beneficial owners, R. 12 requires senior management to be informed and enhanced scrutiny to be conducted on the whole business relationship with the policyholder, prior to a payout being made. This includes determining whether filing a STR is appropriate.
Additional controls for higher risk situations may include closer monitoring such as increased monitoring of transactions (frequency, thresholds, volumes, etc.) (R. 10). In some cases, life insurers and intermediaries also require compliance review or approval on the establishment of or the offering of any additional account/policy/contract or relationship, or conduct more frequent customer reviews.
7.1.4. [bookmark: _Toc509840562][bookmark: _Toc517968043]Ongoing Risk Monitoring and Mitigation
Monitoring involves the scrutiny of activity to determine whether they are consistent with the information held on the customer and the nature and purpose of the business relationship. Monitoring can be manual, automated or a combination of both. It takes into account all products held by the customer, and also involves identifying changes to the customer risk profile (for example, the customer’s behaviour, use of products and the amount of money involved), and keeping information in relation to this up to date, which may trigger the application of enhanced CDD measures.
Not all transactions, accounts/policies/contracts, or customers will necessarily be monitored in the same way or to the same degree. Where appropriate, insurers or intermediaries may use automated tools to monitor transactions. Life insurers and intermediaries should define adequate thresholds or scenarios to filter out unusual transactions with regard to the risk profile of a given customer. These thresholds or scenarios may change over time based on various factors, such as specific experience with a customer, or new typologies.
Where a life insurer chooses to rely on a third party to perform ongoing monitoring, the life insurer should take this into account when assessing its AML/CTF framework and include that in its internal control. 
7.1.5. [bookmark: _Toc517968044]Reporting Suspicious Transactions
If life insurers or intermediaries suspect, or have reasonable grounds to suspect, that funds are the proceeds of a criminal activity, or related to terrorist financing, they should promptly report their suspicions to the financial intelligence unit. Reporting should be made regardless of the amount of the transaction (R. 20). 
The reason for reporting and dismissing suspicious transactions should be documented. This process should create a comprehensive audit trail and be maintained according to applicable recordkeeping requirements.  
The obligation to report suspicious transactions is not risk based and does not discharge a life insurer or intermediary’s AML/CFT responsibilities.   
8. [bookmark: _Toc509840563][bookmark: _Toc517968045]INTERNAL CONTROLS, GOVERNANCE AND MONITORING
The senior management and Board of Directors (or equivalent body) are ultimately responsible for ensuring that the life insurer or intermediary establishes and maintains an effective system of internal controls.  
The precise nature and extent of AML/CFT controls will depend upon a number of factors, including the nature, scale and complexity of a life insurer or intermediary’s business, the diversity of its operations, including geographical diversity, its customer base, product and activity profile, the degree of risk associated with each area of its operations and distribution channels, i.e., the extent to which the life insurer is dealing directly with the customer or is dealing through intermediaries, agents, third parties, or in a non-face-to-face setting without appropriate risk mitigating measures.
8.1. [bookmark: _Toc509840564][bookmark: _Toc517968046]Internal controls 
8.1.1. [bookmark: _Toc517968047]Control Environment – Entity Level Controls (Group and Subsidiary)
The control environment is the set of standards, processes, and structures that provide the basis for carrying out internal control across the organization. A life insurer’s or intermediary’ s control environment sets the tone of the entity’s AML/CFT operations, significantly influences the control consciousness of people within the organization and is the foundation for all other components of the system of internal controls. Many of the entity level controls that comprise the control environment are subjected to independent testing and assessment as part of the life insurer’s or intermediary’s annual external financial reporting.   
8.1.2. [bookmark: _Toc517968048]Assessment of controls
The assessment of design adequacy and operating effectiveness of AML/CFT controls should be a continuous process within the organization, coupled with a recommended comprehensive assessment and formal conclusion by the AML/CFT officer (see below) regarding the effectiveness of the overall AML/CFT programme.  This should occur on a periodic basis and include reporting to the results to the relevant governance body (senior management, and the Audit Committee, if relevant). An effective AML/CFT programme supports the assessment of associated controls reported to senior management and Board (through the Audit and Risk Committees). 
Governance - Responsibility for the consistency and effectiveness of AML/CFT controls should be clearly allocated to an individual of sufficient seniority within the life insurer or intermediary to signal the importance of ML/TF risk management and compliance, and to ensure that ML/TF issues are brought to senior management’s attention. Depending on the scale and complexity of the business, this may include the appointment of a skilled compliance officer at the management level. The compliance officer should have the necessary independence, authority, seniority, resources and expertise to carry out these functions effectively, including the ability to access all relevant internal information (including across lines of business, geographies, subsidiaries and agents). 
There are numerous risk management models that may be used. The life insurer/intermediary should select the model most relevant to its own business practices. Box 1 below provides an example of an AML/CFT programme supported by the combination of three lines of defence risk model and the COSO internal control framework, both of which have been widely adopted by life insurers globally. 

	Box 1. Example of an Internal Control Framework
[image: ]
1st Line of Defence (Business Front Line Management) – A company’s businesses operational management owns and manages the risks, including AML/CFT risks, inherent in or arising from their business processes, and is responsible for having properly designed and effectively operating controls in place to mitigate significant risks, performing ongoing assessments of internal controls, and promoting a culture of compliance and control.  AML/CFT specific activities related to the continuous control assessment might include: (1) Ongoing quality assurance, (2) Tracking training completion, (3) Periodic testing of data feeds into scanning and transaction monitoring systems, (4) Annual self-assessments of risks and controls, (5) Review of routine and ad hoc data analytic reports, and (6) Monthly analysis of key performance indicators. 
2nd Line of Defence (Control Functions) – The independent mandates of an organization’s control functions. This generally includes Compliance and Risk, but may also include other support functions such as finance, actuarial and legal. Second line functions typically include setting standards related to the expectations associated with managing and overseeing risks, including compliance with applicable laws, regulatory requirements, policies, procedures, and standards of ethical conduct. In addition, the control functions provide advice and training to the 1st line of defence and establish tools, methodologies, processes and monitoring of controls used by the Businesses to foster a culture of compliance to satisfy those standards. The designated AML Officer and Compliance Function, which may or may not be held by the same person, support their respective businesses by providing regulatory compliance expertise and guidance in an advisory capacity to business management.  Specific activities related to the continuous control assessment might include: (1) Coordination and review of 1st line annual AML/CFT risk and control self-assessments, (2) Site visits and ongoing meetings with 1st line, (3) Separate testing of 1st line quality assurance, training, etc. (3) Engagement of outside consultants to perform control assessments, (4) Review and follow-up related findings and action plans stemming from Internal Audit, Regulatory or 3rd party examinations, and (5) Independent challenge related to compliance with new and existing local regulations.  The above activities support the AML Officer’s annual report to the organization’s Audit Committee, which includes the overall effectiveness of the AML/CFT Programme for the most recent year. 
3rd Line of Defence (Internal Audit) – The Internal Audit function independently reviews activities of the first two lines of defence supported by a risk-based audit plan and methodology generally approved by the Audit Committee of the Board of Directors.  The 3rd line’s independent assessment of AML/VTF controls are produced with an overall rating for the audit unit and individual ratings for the specific findings, which form the basis for quarterly reporting to the Audit Committee and the Chief Auditor’s year-end assessment of the effectiveness of the system of internal controls supporting the overall AML/CFT programme.


8.1.3. [bookmark: _Toc517968049]Policies and Procedures
As best practice, policies and procedures should:
· Take into account national or sectoral risk assessments to ensure control processes address the level and types of ML/TF risk in their geographic region;
· Place priority on the life insurer’s or intermediary’s operations (products, services, distribution, customers and geographic locations) that are more vulnerable to abuse, e.g., high premium, cash value products, non-resident policies or products that offer tax advantages to proposers or investors;
· Provide for regular review of the risk assessment and risk management processes;
· Ensure that adequate risk assessment and controls are in place before new products are offered;
· Inform senior management of compliance initiatives, identified compliance deficiencies, corrective action taken, and relevant regulatory reporting (e.g., suspicious transaction reports (STRs);
· Focus on meeting all appropriate regulatory record keeping and reporting requirements;
·  Be updated regularly to take into account regulatory and operational developments;
· Enable the timely identification and filing of STRs; and
· Provide for adequate supervision of employees who handle customer onboarding, transactions (including non-financial transactions such as assignments), management reporting, grant exemptions, monitor for suspicious activity, or engage in any other activity that forms part of the business’s AML/CFT programme.
Policies and procedures applicable to AML/CFT controls should be consistent and can be integrated with the broader set of controls in place to address business, financial and operating risks generally.  This means that some of the above recommended policies and procedures might be specific to AML/CFT, whereas others might be incorporated into other policies and procedure with broader applications. 
For domestic and international insurance groups, and insurers or intermediaries that are part of financial groups or conglomerates, there should be policies and internal controls in place for a consistent approach to AML/CFT controls across the group.  The group policies and guidelines should be further supplemented to include regulatory requirements specific to the local jurisdiction, and take into account the relevant recommendations in the IAIS’s ICP 22, ICP 23 and ICP 25[footnoteRef:29]. [29:  	ICP 22 on AML/CFT, 23 on Group-wide supervision and 25 on supervisory cooperation and coordination. Other potentially relevant ICPs are listed in Box 3. ] 

8.2. [bookmark: _Toc509840565][bookmark: _Toc517968050]Culture and “Tone –from the Top”
The successful implementation and effective operation of a RBA to AML/CFT depends on strong support and active oversight from senior management. Senior management should promote AML/CFT compliance as a core value by sending clear messages that ML/TF risks should be identified and mitigated before entering into business relationships, and that business relationships should not be established when ML/TF risks cannot be properly mitigated and managed in a manner consistent with internal AML/CFT compliance procedures.
In the case of international insurance groups, senior management at group level should ensure that senior management within each entity also promote AML/CFT as a core value.
An essential element of “Tone from the Top” is that senior management and the Board of Directors (or equivalent body) should require and receive periodic updates on the status of AML/CFT compliance programme, review, and engage with those updates. To that end, employees at all levels need to be involved in preventing ML/TF, and the relevant information collected needs to be reported to the top management. Senior management, with the oversight and support of the Board of Directors (or equivalent body), should also ensure that sufficient compliance resources are in place to meet the requirements of the AML/CFT compliance programme. 
While responsibility for the consistency and effectiveness of AML/CFT controls rests with the AML/CFT compliance officer, the execution of these controls is conducted by first line operational staff and is the responsibility of senior and operational management. Senior management is responsible for approving measures needed to mitigate ML/TF risks and for determining the level of residual risk the life insurer or intermediary is prepared to accept; and is responsible to adequately resource the life insurer’s or intermediary’s AML/CFT function.  Accordingly, senior management should not only know about the ML/TF risks to which the life insurer or intermediary is exposed but also understand how its AML/CFT control framework operates to mitigate those risks. 
The top of the governance hierarchy for AML/CFT compliance at the life insurer or intermediary is the Board of Directors (or equivalent body), which itself or through a Board committee should set the tone for the programme and ensure it is satisfied that senior management has implemented an appropriate AML/CFT compliance programme that is commensurate to the ML/TF risks of the life insurer or intermediary.
The responsibilities of the Board of Directors (or equivalent body) of the life insurer and, in many cases, intermediaries, includes having an awareness of the relevant ML/FT risks. It also requires them to be satisfied that senior management has implemented an appropriate AML/CFT compliance programme that is commensurate to the ML/TF risks of the life insurer or intermediary.  This responsibility can be met through periodic updates on the AML/CFT compliance programme being given to the Board or a committee of the Board such as an Audit or Risk Committee.
Life insurers or intermediaries are required to have an independent audit function periodically test the AML/CFT compliance programme with a view to establishing the effectiveness of its AML/CFT policies and processes.  A summary of these audits should be included in the periodic AML/CFT updates provided to the Board or Board committee. In the case of international life insurance groups, the Boards of Directors at both group level and individual entity level have these responsibilities.
8.3. [bookmark: _Toc509840566][bookmark: _Toc517968051]Human Resources - Personnel
A life insurer’s or intermediary’s internal control environment should be conducive to assuring the integrity, competence and compliance of staff through relevant policies and procedures. 
The level of vetting procedures of staff should reflect the ML/TF risks to which individual staff are exposed and not focus merely on senior management roles. It is good practice to manage potential conflicts of interest for staff with AML/CFT responsibilities. 
8.4. [bookmark: _Toc509840567][bookmark: _Toc517968052]Training and communication
Effective application of AML/CFT policies and procedures depends on the employees of life insurers and intermediaries understanding the control procedures they are required to follow, and the risks (including possible consequences) these controls are designed to mitigate. It is therefore important that employees, and where relevant intermediaries, receive AML/CFT training, which should be:
· Relevant to the life insurer’ or intermediary’s business activities and ML/TF risks
· Up to date with the latest  internal and regulatory requirements
· Tailored to operational areas of the life insurer or intermediary
· Ongoing and not just a one-off exercise when staff are hired
· Complemented by updates on AML/CFT requirements and awareness initiatives
Life insurers and intermediaries should have processes to confirm that employees have integrity, are adequately skilled and possess the knowledge and expertise necessary to carry out their function.
Senior management and the Board of Directors (or equivalent body) should also receive periodic AML/CFT training to support their understanding and oversight of the life insurer or intermediary’s AML/CFT programme.  
Training should be supported by a communication strategy, which ensures any changes to policies are notified to all staff and to ensure that staff is periodically reminded of their responsibilities. The communications can be prompted by external or internal issues and can take a number of different forms. 
[bookmark: _Toc509840568]SECTION III – GUIDANCE FOR SUPERVISORS
The RBA to AML/CFT aims to develop prevention or mitigation measures which are commensurate with the ML/TF risks identified. In the case of supervision, this applies to the way supervisory authorities allocate their resources. It also applies to supervisors adapting their functions in a way that is conducive to their own risk assessment of the life insurance market in their country.
9. [bookmark: _Toc509840569][bookmark: _Toc517968053]RISK BASED APPROACH TO SUPERVISION 
Recommendation 26 requires countries to subject life insurers and intermediaries to effective systems for AML/CFT supervision and/or monitoring. INR 26 requires supervisors to allocate greater supervisory resources to areas of higher ML/TF risk, on the basis that they understand the ML/TF risk in their country and in the market subjected to their control and have on-site and off-site access to all relevant information for determining insurers or intermediaries’ risk profile. 
	Box 2. Recommendation 26: Regulation and Supervision of Financial Institutions
[…..] For financial institutions (insurers) subject to the Core Principles, the regulatory and supervisory measures that apply for prudential purposes, and which are also relevant to money laundering and terrorist financing, should apply in a similar manner for AML/CFT purposes. This should include applying consolidated group supervision for AML/CFT purposes.
Other financial institutions (for intermediaries) should be licensed or registered and adequately regulated, and subject to supervision or monitoring for AML/CFT purposes, having regard to the risk of money laundering or terrorist financing in that sector. […..]


9.1. [bookmark: _Toc517968054]Understanding and assessing the ML/TF risks
9.1.1. [bookmark: _Toc509840570][bookmark: _Toc517968055]Risks, threats and vulnerabilities of the life insurance sector
Life insurers’ and intermediaries’ supervisors should develop a deep understanding of the life insurance market, its products, its structure (including distribution channels), target markets (including domestic and international, if sales to non-residents are permitted) and role in the financial system and the country’s economy to better inform risk assessment of the sector in accordance with the main findings of the national risk assessment. 
Supervisors should determine whether features of certain life insurance products, such as the part of investment products (i.e., unit linked as higher risk products), pose a higher ML/TF risk. Amongst other features is the part of life-insurance business invested in premium that is concentrated in bank-owned insurance entities. In the case of insurance undertakings that are part of banking groups, there is a leveraging effect of the compliance function by the holding company. Therefore at the group level, similar AML/CFT policies, processes and controls apply to the banking parent company and amongst insurance subsidiaries and branches. 
A sectoral life insurance risk assessment should be done by the insurance supervisor by taking advantage of the analyses conducted as part of the national risk assessment process, and of the conclusions of this assessment. This is a continuous process where the sectoral risk assessment will feed into the national risk assessment and vice-versa. Where applicable, supervisors could take into account international typologies and FIU feedback. Supervisors could also look at the risks identified within individual firms and determine how this could impact or whether this is relevant to the national sector as a whole.
At a national level, the country and competent authorities should determine and assess the main characteristics and ML/TF risks of the life insurance sector to determine their approach to supervision. Relevant risks factors may include the following: 
· Political and legal environment.
· Country's economic structure and tax policies.
· Cultural factors and the nature of civil society.
· Sources, location and concentration of criminal activity.
· Size of the life insurance industry.
· Composition of the life insurance industry.
· Ownership structure of life insurers and intermediaries.
· Corporate governance arrangements in life insurers and intermediaries and the wider economy.
· The nature of payment systems and the prevalence of cash-based transactions.
· Geographical spread of insurance industry's operations and customers.
· Types of products and services offered by life insurers (including, if any, life insurance wrappers).
· Types of customers serviced by life insurers.
· Types of most frequently occurring predicate offences.
· Amounts of illicit money generated domestically.
· Amounts of illicit money generated abroad and laundered domestically.
· Main channels or instruments used for ML/TF.
· Weight of the informal economy
9.1.2. [bookmark: _Toc517968056]Risks, threats and vulnerabilities of life insurance products
The sectoral risk assessment should also include determining the potential risks presented by other products and services delivered by life insurers. Life insurance supervisors should be mindful of the risk associated with certain products or services not specifically being offered by life insurers, but that make use of life insurer services to deliver the product, for example life insurance wrappers.
RBA supervision should take into consideration risks, threats and vulnerabilities associated to each different type of life insurance and investment products available within its life insurance market. In this regards, a good starting point would be to emphasize products which are more often considered as presenting higher risks and specific vulnerabilities to ML/TF. See examples in Tables 1 and 2 above.
9.1.3. [bookmark: _Toc517968057]Risks, threats and vulnerabilities of distribution channels
Intermediaries engaged in the business of providing life insurance products can take different forms and have different status, which will bear on their role and responsibilities in the AML/CFT approach, including for the conduct of the customer due diligence process (see Section II). In all cases, in the RBA context, supervisors should take into consideration the quality of the on-going CDD applied by intermediaries to determine their respective risk profile.  
Where local provisions permit life insurers to rely on the CDD conducted by life insurance intermediaries (provided that they qualify as FIs), supervisors should check that life insurers apply appropriate internal controls to these intermediaries to determine if the reliance on third parties is appropriate (R. 17). (See para 15). 
9.1.4. [bookmark: _Toc517968058]Risks, threats and vulnerabilities associated to the geographical implantations of life insurers and intermediaries’ part of insurance/financial groups.
There is no universally agreed upon definition or methodology for determining whether a particular country or geographic area (including the country/geographical area within which the insurer or intermediary operates) represents a higher risk for ML/TF. Country/area risk, in conjunction with other risk factors, provides useful information as to potential ML/TF risks. Factors that may be considered as indicators of risk include:
· Countries/areas identified by credible sources[footnoteRef:30] as providing funding or support for terrorist activities or that have designated terrorist organisations operating within them. [30:           “Credible sources” refers to information that is produced by reputable and universally recognised international organisations and other bodies that make such information publicly and widely available. In addition to the FATF and FATF-style regional bodies, such sources may include, but are not limited to, supra-national or international bodies such as the International Monetary Fund, the World Bank and the Egmont Group of Financial Intelligence Units.] 

· Countries identified by credible sources as having significant levels of organized crime, corruption, or other criminal activity, including source or transit countries for illegal drugs, human trafficking and smuggling and illegal gambling. 
· Countries subject to sanctions, embargoes or similar measures issued by international organisations such as the United Nations organisation, or by national authorities as determined in each jurisdiction, or by national authorities as determined in each jurisdiction.
· Countries identified by credible sources as having weak governance, law enforcement, and regulatory regimes, including countries identified by FATF statements as having weak AML/CFT regimes, and for which financial institutions should give special attention to business relationships and transactions. 
9.1.5. [bookmark: _Toc517968059][bookmark: _Toc517968060][bookmark: _Toc517968061][bookmark: _Toc517968062][bookmark: _Toc517968063][bookmark: _Toc517968064]Risks, threats and vulnerabilities of individual life insurers and intermediaries 
In determining the risk profiles of life insurers and intermediaries, supervisors should take into account multiple factors including: 
· their business models, including products and services offered, customer base and characteristics, distribution channels, geographic locations where they operate, and relevant financial information;
· controls in place, including governance arrangements, the quality of the risk management and AML/CFT framework,  and the effectiveness mitigating measures;  
· The fitness and properness of the management and holders of qualifying/controlling interest.
Some of this information can be obtained through prudential supervision (when the life insurer is subject to prudential supervision), including information collected from reporting entities either off-site or on-site, the results of examinations and supervisory processes etc. This involves appropriate information-sharing and collaboration between prudential and AML/CFT supervisors, especially when the responsibilities belong to two separate agencies. In other regulatory models, such as those focusing on licensing/registration at the national level, but with shared oversight and enforcement at the local level, information sharing should include the sharing of examination findings. Supporting ongoing and effective communication between supervisors and life insurers and distribution channels is an essential prerequisite for the successful implementation of a RBA.
Where relevant, information from other stakeholders such as other supervisors (including overseas supervisors, the FIU and law enforcement agencies) may also be helpful in determining the extent to which a life insurer or intermediary is able to effectively manage the ML/TF risk to which it is exposed. 

	Box 3. IAIS sources of information for the implementation of a RBA to supervision to life insurance
ICP 3 – Information Exchange and Confidentiality Requirements
ICP 5 – Suitability of Persons
ICP 7 – Corporate Governance
ICP 18 – Intermediaries 
ICP 19 – Conduct of Business 
ICP 22 – Anti Money Laundering and Combating the Financing of Terrorism 
ICP 23 – The Group-wide Supervisor
ICP 25 – Supervisory Cooperation and Coordination
IAIS Application Paper on Approaches to Supervising the Conduct of Intermediaries (November 2016)
IAIS Application Paper on the Regulation and Supervision of Captive Insurers (November 2015) 
IAIS Application Paper on Combating Money Laundering and Terrorist Financing (October 2013)


9.2. [bookmark: _Toc509840571][bookmark: _Toc517968065]Mitigating ML/TF risks
The FATF Recommendations require supervisors to allocate and prioritize more supervisory resources to areas of higher ML/TF risk. This implies that supervisors should determine the frequency and intensity of off-site and on-site controls assessments based on the level of ML/TF risks identified, both at sectoral level and the level of individual life insurers and intermediaries, including at group level. Supervisors should give priority to the areas of higher risk, identified either in a particular individual life insurer or intermediary or group; or to life insurers, intermediaries or group operating in a particular life insurance line of business. Moreover, supervisors should regularly conduct targeted inspection on a risk sensitive basis, for example, on certain higher risk business lines, like life insurance products linked to wealth management, or types of customers or on certain parts of AML/CFT systems or policies. 
A good understanding of the ML/TF risks present in the sector is important to help supervisors decide the approach to supervision and allocate supervisory resources effectively.[footnoteRef:31] This understanding should come from a process of continuous evaluation of the sector, to account for new developments and risks.[footnoteRef:32] In deciding the approach to supervision, supervisors should not be overly reliant on the numbers of on-site visits, but focus on the range, number and quality of supervisory actions.[footnoteRef:33] [31:  Ireland FATF Mutual Evaluation Report, http://www.fatf-gafi.org/media/fatf/documents/reports/mer4/MER-Ireland-2017.pdf]  [32:  Austria Mutual Evaluation Report, http://www.fatf-gafi.org/media/fatf/documents/reports/mer4/MER-Austria-2016.pdf]  [33:  Sweden Mutual Evaluation Report, http://www.fatf-gafi.org/media/fatf/documents/reports/mer4/MER-Sweden-2017.pdf] 

Examples of ways in which supervisors can adjust their approach include:
· Enhancing the amount of information required for registration/authorisation: if there is an issue of integrity of the sector, supervisors can adjust the level of information they require for the authorisation process in order to prevent criminals or their associates from holding a significant or controlling interest in a life insurer or intermediary. For example, where the ML/TF risk associated with the sector is considered to be low, the opportunities for ML/TF associated with a particular business activity may be limited and thus supervisors may decide to base their approval decisions on a review of relevant documentation. Where the ML/TF risk associated with the sector is considered to be higher, supervisors may ask for additional information.
· Adjusting the type of AML/CFT supervision: supervisors should have both on-site and off-site access to all relevant risk (including risk arising from offshore operations of an insurance group) and compliance information. However, to the extent permitted by their regime, supervisors can determine the correct mix of on-site and off-site supervision of life insurers and intermediaries, based on supervisory findings in previous examinations (either off-site or on-site).  Supervisory resources can be allocated to focus on higher risk life insurers and intermediaries. In that case, lower risk life insurers and intermediaries could be supervised off-site, for example through questionnaires.
· Adjusting the frequency and nature of ongoing AML/CFT supervision: supervisors should adjust the frequency of AML/CFT supervision in line with the risks identified and combine periodic reviews and ad hoc AML/CFT supervision as issues emerge, e.g., as a result of whistleblowing, information from law enforcement, analysis of financial reporting or other supervisory findings resulting from, for example, general prudential supervision or a life insurer or intermediary’s inclusion in thematic review samples for new business underwriting.
Examples of different ways life insurer and intermediary supervisors adjust the frequency of ML/TF supervision in line with the risks identified can be found in Annex D. 
· Adjusting the intensity of AML/CFT supervision: supervisors should decide on the appropriate scope or level of assessment in line with the risks identified, with the aim of assessing the adequacy of life insurers and intermediaries’ policies and procedures that are designed to prevent them from being abused. Examples of more intensive supervision could include: detailed testing of systems and files to verify the implementation and adequacy of the life insurer and intermediary’s risk assessment, CDD, reporting and record keeping policies and processes, internal auditing, interviews with operational staff, compliance and risk, senior management and the Board of directors and AML/CFT assessment in particular lines of business.
Examples of different ways life insurers and intermediary supervisors adjust the intensity of ML/TF supervision in line with the risks identified can be found in Annex D. 
Supervisors should document and use their findings to review and update their ML/TF risk assessments and, where necessary, consider whether their approach to AML/CFT supervision and their AML/CFT rules and guidance remain adequate. Whenever appropriate, and in compliance with relevant confidentiality requirements, these findings should be communicated to life insurers and intermediaries, to enable them to enhance their RBA. Supervisors should also consider, where appropriate, sharing good and bad practices with the sector (see below).
In line with Recommendation 26, only for undertakings subject to prudential requirements (i.e., for life insurers and not for intermediaries) supervisors could consider the results of other prudential or financial supervision in their AML/CFT supervisory activities (see above). Similarly, they should check that the broader prudential findings that drive the overall supervisory strategies of the life insurer are informed by, and adequately address, the findings of the AML/CFT supervisory programme. 
Under FATF Recommendations 27 and 35, supervisors should have the power to impose adequate sanctions on life insurers and intermediaries when they fail to comply with AML/CFT requirements. Supervisors should use proportionate actions, which may include a range of supervisory interventions, including remedial/corrective actions to ensure proper and timely correction of identified deficiencies as well as punitive sanctions for more egregious non-compliance, taking into account that identified weaknesses can have wider consequences. Generally, systemic breakdowns or significantly failure in controls will result in a more severe supervisory response. Supervisors should take proportionate and adequate measures taking into account the level of ML/TF risks’ exposure of the entity.
9.2.1. [bookmark: _Toc517968066]AML/CFT supervision and mitigation of ML/TF risks at group level
In implementing supervision at the group level, the supervisor of the parent entity of an insurance group or a group that includes insurance entity/ies should also develop a RBA to group wide supervision of AML/CFT compliance that is consistent with FATF standards[footnoteRef:34] and international standards for group-wide supervision.[footnoteRef:35] This approach should be applicable both to domestic entities and to those with entities in multiple jurisdictions, and should consider, for the purposes of this Guidance, groups headed by an insurer, as well as those headed by another FI (for example, a bank) or by a non-financial entity (including a holding) and who have at least one insurance subsidiary. Supervisors should seek agreement amongst themselves on the identification of the insurance group, including the parent entity, and the scope of group wide supervision to ensure that gaps and duplication in regulatory oversight are minimized. Supervisors should have a holistic approach of the scope of the group. [34:  	See R. 18 and R. 26.]  [35:  	See ICP 22 and 23 of IAIS and in the case where the parent entity is a bank, see BCBS CP 8 and 12.] 

In the case of a group operating in multiple jurisdictions, the home supervisor of the parent entity should take into consideration the peculiarities of local ML/TF risks and laws, and AML/CFT policies of the various jurisdictions where the group operates.  
In the case of a mixed group of banking and insurance entities at national level which involves more than one competent supervisor, coordination and cooperation amongst banking and insurance supervisors are encouraged.
To facilitate effective group supervision, supervisors are encouraged to implement effective mechanisms for information exchange, including relevant information related to AML/CFT impacting one or more entities within the group, or the group itself. Supervisory colleges may wish to consider a structure for information sharing, in accordance with IAIS guidance,[footnoteRef:36] and supervisory colleges dedicated to AML/CFT could be envisaged on a risk-sensitive basis (taking into account the size, nature and ML/TF risks of the group). It is on the responsibility of the parent entity to organize the sharing of information at group level without prejudice to local laws. [36:  	IAIS Application Paper on Supervisory Colleges (2014).] 

The challenges in terms of sharing of information within the group and other responsibilities amongst the competent supervisors and authorities from the relevant jurisdictions should also be considered. When obstacles to information sharing exist due to local laws, those obstacles should be made known to the supervisory authorities of the parent entity, in line with R.18.
Supervisors of the parent entity (or group-wide supervisors) should identify the group’s life insurance entity or entities that may be more vulnerable to ML/TF, in cooperation with supervisors of these entities. The college of supervisors (or other means if a college is not established) should discuss and evaluate the overall ML/TF risks both at national and international level. To encourage a comprehensive overview of risks in this process, the supervisors of the parent entity may wish to focus on a consolidated risk sensitive basis. Supervisory activities should include information requests on policies and operational issues relevant to the ML/TF risks and AML/CFT internal processes and procedures, on-site inspections within the group, and formal discussions with the board, senior management and person in charge of compliance of the group and of single entities, in cooperation with competent supervisors.
Where the group is operating internationally, cooperation and coordination expectations are encouraged. Cooperation and coordination should include information sharing regarding the exposure of the entities in the group to ML/FT risks. The home supervisor should, in cooperation with the host supervisor(s), consider the option to inspect overseas branches and subsidiaries (subject to the laws of the jurisdiction that the overseas branch/ subsidiary operates in). Where applicable, the home supervisor may wish to share the main findings of such inspection with the host supervisor. 
When the group is exposed to excessive ML/TF risks that cannot be properly managed (for example, because of legal impediments to implement group-wide policies and procedures in one or more entities of the group, or to exchange information within the group), supervisors of the parent entity may limit the range of activities of the group and subject it to escalating supervisory measures, including directing the financial group to close the foreign offices in extreme cases.[footnoteRef:37]  [37:  	See FATF Guidance on Private Sector Information Sharing ] 

9.2.2. [bookmark: _Toc517968067]AML/CFT Supervision of life insurers and intermediaries sharing the same risk profile and characteristics
In adopting a RBA to supervision, countries and competent authorities may choose to consider allocating supervised entities which share similar characteristics and risk profiles into groupings[footnoteRef:38] for supervision purposes. Examples of characteristics and risk profiles could include the size of business, type of customers serviced, geographic areas of activities and delivery channels.  The setting up of such groupings could allow competent authorities to take a comprehensive view of the life insurance sector, as opposed to an approach where the supervisors concentrate on the individual risks posed by the individual life insurer or intermediary. If the risk profile of a life insurer or intermediary within a grouping changes, the supervisor may wish to reassess the supervisory approach, which may include removing the life insurer or intermediary from the grouping. [38:  	Groupings are also designated as “clusters” in some jurisdictions ] 

10. [bookmark: _Toc509840572][bookmark: _Toc517968068]SUPERVISION OF THE RISK BASED APPROACH
10.1. [bookmark: _Toc509840573][bookmark: _Toc517968069]General Approach
It is important that supervisors discharge their functions in a way that takes into consideration the adoption of a RBA by life insurers and intermediaries. This implies that supervisors have to take steps to check that their staff is equipped to assess whether a life insurer’s or an intermediary’s policies, procedures and controls are appropriate and proportional in view of the life insurer’s or the intermediary’s risk assessment and risk management procedures. Supervisors should ensure that the life insurer or the intermediary adheres to its own policies, procedures and controls, and that decisions are made using sound judgment so that the life insurer or intermediary manages the ML/TF risks it is exposed to appropriately. It also implies that supervisors articulate and communicate clearly their expectations of the measures needed for life insurers and intermediaries to comply with the applicable AML/CFT framework. The aim is that supervisory actions are in most cases predictable, consistent and proportionate and to this end, training of supervisory staff and the effective communication of expectations to life insurers and intermediaries are key points.
The comprehensive understanding of ML/TF risks faced by the sector and by individual (or groupings of) life insurers and intermediaries allows supervisors to form a sound judgment about the proportionality and adequacy of AML/CFT controls set up by the obliged entities. As part of their supervisory procedures, supervisors should communicate their findings and views about the individual life insurer’s or intermediary’s AML/CFT controls or about the group wide AML/CFT policies and procedures. Supervisors should be able to provide appropriate guidance to reporting entities on the flexibility available under a RBA.  They should understand the reasons why an entity engages in instances which go beyond the law (also called conservative or over-compliance; for instance, refusing to on-board PEPs) and provide further guidance where appropriate.
In order to support supervisors’ understanding of the overall strength of measures in the life insurance sector, comparative analysis between life insurers’ and intermediaries’ AML/CFT programmes could be considered as a means to inform their judgment of the quality of an individual life insurer’s or intermediary’s controls. Supervisors should note, however, that under the RBA, there may be valid reasons why AML/CFT controls differ among life insurers and intermediaries. Hence, supervisors should be equipped to evaluate the merits of these differences, especially when considering comparable entities with differing levels of operational complexity.
In the context of the RBA, the primary focus for supervisors should be to assess whether the life insurer or the intermediary, in its own risk assessment, has reasonably and fairly gauged the ML/TF risks to its business, taking into account the characteristics of its products, customers, transactions, type of distribution channel, and origin and destination of funds. In addition to the overall sector risk, supervisors should take into account the individual business circumstances (risk profile of the business relationships). Supervisors should also determine whether or not the life insurer’s or intermediary’s AML/CFT compliance and risk management programme is adequate to a) meet the regulatory requirements, and b) appropriately and effectively mitigate and manage the risks. Supervisors should assess whether the entity’s risk assessment is effectively implemented in its CDD process and AML/CFT systems and monitoring and assess the robustness of its internal control measures and procedures dedicated to AML/CFT. For example, in their on-site inspections, the CDD process should be tested through the examination of some customers’ files. 
Moreover, the supervisor should consider the adequacy of the on-going monitoring conducted by the life insurer or the intermediary with the risk’s profile of the supervised entity. This could involve checking, through off-site and on-site supervisory activities, that supervised entities have duly implemented clear procedures and measures to monitor transactions on an ongoing basis, taking into account nature and level of risks. Ongoing vigilance can require monitoring customers’ transactions on a daily basis and in real time for detection of suspicious activities. Transaction monitoring should be commensurate to the risk identified.
10.2. [bookmark: _Toc509840574][bookmark: _Toc517968070]Training and awareness
Training is important for supervision staff in order to have appropriate knowledge of the applicable legal/regulatory AML/CFT framework and to understand the life insurance sector and the various business models that exist. In particular, supervisors should ensure that staff is suitably qualified and trained to assess the quality of life insurers’ and intermediaries’ ML/TF risk assessments and to consider the adequacy, proportionality, effectiveness and efficiency of life insurers’ and intermediaries’ AML/CFT policies, procedures and internal controls in light of their risk assessments.
Training should also aim at achieving consistency in the supervisory approach at a national level, in cases where there are multiple competent authorities or when the national supervisory model is devolved or fragmented. Supervision staff may also benefit from knowledge sharing among competent authorities.
Supervisors should make sure that staff’s AML/CFT expertise remains up to date and relevant, and includes awareness of emerging risks as appropriate.
10.3. [bookmark: _Toc509840575][bookmark: _Toc517968071]Guidance
Supervisors should communicate their expectations of life insurers and intermediaries’ compliance with their legal and regulatory obligations, after considering engaging in a consultative process with relevant stakeholders. This guidance may be in the form of high-level requirements based on desired outcomes, risk-based rules and information about how supervisors interpret relevant legislation or regulation, or more detailed guidance about how particular AML/CFT controls are best applied.
Additionally, supervisors could consider issuing proportional guidance to different types of life insurers and intermediaries that take into account the level of inherent risk including the nature and complexity of the life insurers and intermediaries’ products and services, their size, business model, corporate governance arrangements, financial and accounting information, delivery channels, customer profiles and geographic footprint.
Supervisors should recognize that some life insurers and intermediaries may have limited experience in, or ability to, identify relevant ML/TF risk factors. L life insurers and intermediaries with lower capacity may need specific and more practical guidance, in particular regarding how to conduct a risk assessment and implement a RBA. Supervisory guidance could include tools that enable small and emerging life insurers and intermediaries with lower capacity to undertake assessments and develop risk mitigation and compliance management systems to meet their legal obligations. 
Supervisors should also consider including in their guidance for life insurers and intermediaries information on how to comply with their legal and regulatory AML/CFT obligations in a way that fosters financial inclusion.[footnoteRef:39]  [39:  	November 2017 FATF Guidance on AML/CFT measures on Financial Inclusion (focus on CDD measures); June 2017 Joint IAA-IAIS project on Actuaries and Inclusive Insurance, FIRST Initiative; October 2012 IAIS Application Paper on Regulation and Supervision supporting Inclusive Insurance Markets; ] 

Supervisors should consider liaising with other relevant domestic regulatory and supervisory authorities to secure a coherent interpretation of the legal obligations and to minimize disparities. This is particularly important where more than one supervisor is responsible for a given sector (for example, where life insurers and intermediaries are supervised by two different agencies or in separate divisions of the same agency). Multiple guidance should not create opportunities for regulatory arbitrage, loopholes or unnecessary confusion among life insurers and intermediaries. When possible, relevant regulatory and supervisory authorities should consider preparing joint guidance.
Examples of different approaches to insurance supervisory guidance can be found in Annex E. 
10.4. [bookmark: _Toc509840576][bookmark: _Toc517968072]Supervisory enforcement actions and sanction
When applying enforcement actions and supervisory sanctions, supervisors should take into account the level of mitigation of ML/TF risks by life insurers and intermediaries while using RBA. In fact, AML/CFT shortcomings could be due to inadequate RBA implementation by the entities (see the box below on an example of sanction issued by the French Supervisor, first bullet point on insufficient analysis of the ML/TF risks).
	Box 4. Example:  sanction against a life insurer in France
The on-site investigation team of the French supervisor (the ACPR) has performed an on-site AML/CFT control at a life insurance firm. This on-site control noted serious failures in the AML/CFT system and policy of this institution, in particular in:
· The business-wide risk assessment established by the institution which did not take into account all of the ML/TF risks it was exposed to, especially those related to the customers and the activities (those gaps translated into vigilance failures with regards to the business relationships);
· The on-going monitoring system which was insufficient for detecting efficiently all the atypical and suspicious transactions;
· The customer due diligence measures and in particular, cases of absence of verification of the identity of the beneficial owner and insufficient knowledge of the business relationships;
· The detecting process of politically exposed persons which was inefficient;
· The reporting of suspicious transactions, with identification of several suspicious transactions of high amounts for which no STR has been performed.
A disciplinary procedure has been opened against this French life insurance firm and it led to a censure and a EUR 500 000 financial penalty .


When assets repatriation, voluntary tax compliance programmes or tax amnesty incentives are in place[footnoteRef:40], the risks of misuse of such programmes for ML purposes is significant. Supervisors should therefore pay particular attention to tax-related elements fraud while considering and applying enforcement actions or sanctions.  [40:  See FATF Best practice paper on managing the AML/CFT policy implications of voluntary tax compliance programs (revised 2012).] 

The investigation team of the French supervisor (the ACPR) noted during the on-site AML/CFT inspection of a life insurer breaches of the duty to report suspicious transactions, with identification of several suspicious transactions of high amounts involving repatriation of funds potentially linked to tax breaches for which no STR had been performed. The disciplinary procedure resulted to a reprimand and a financial penalty EUR 1 200 000.
	Box 5. Example:  sanction against a life insurer in France involving potential tax requirements breaches
The investigation team of the French supervisor (the ACPR) noted during the on-site AML/CFT inspection of a life insurer breaches of the duty to report suspicious transactions, with identification of several suspicious transactions of high amounts involving repatriation of funds potentially linked to tax breaches for which no STR had been performed. The disciplinary procedure resulted to a reprimand and a financial penalty EUR 1 200 000.






Annex A. [bookmark: _Toc517968073]NON-LIFE INSURANCE
Non-life insurance, due to its general product features and inherent characteristics, is difficult to use for ML/TF purposes. Non-life insurance products protect the insured from financial losses arising from specific casualties covered by the policy. Examples of non-life products include insurance coverage for automobile physical damage, personal and commercial liability, loss or damage to freight, home (fire and other property damage), and travel delay and repatriation. . Non-life products have no accumulated cash or investment value. The premium paid by the policyholder is related to the purchase of an insurance policy for a certain period of time and if the associated policy is cancelled, the monetary impact is usually limited to a potential return of the unexpired or unused premium. i.e.,
The FATF Glossary excludes non-life insurance activities from the activities performed by “financial institutions” which fall under the scope of the FATF requirements on customer due diligence. As a result the FATF Recommendations (with the exception of TF/PF targeted sanctions) do not apply to non-life insurance, and this Guidance does not target non-life insurance activities. 
However, as with almost all commercial activities, there may be a limited number of scenarios in which non-life insurance products might be misused for ML and TF purposes (see examples below), and some jurisdictions choose to include non-life insurance activities in their AML/CFT framework, based on their specific, national risk evaluations. This annex is intended to facilitate the understanding of specific potential ML/TF risks related to certain non-life insurance products, and familiarize interested stakeholders with mitigation measures for consideration in complying with requirements of such national AML/CFT frameworks. 
Examples where non-life insurance products might be misused for ML and TF include:
· utilization of illicit funds for the premiums payments, or a significant overpayment of premiums followed by a refund request for the full amount or the amount overpaid;
· Intentionally caused, inflated or fraudulent claims, e.g., criminals who buy cars, boats or other assets in cash, obtain insurance cover on the assets, and then intentionally destroy the asset in order to access funds through an insurance claim, which then appear legitimate.
Box A.1 Non-life insurance fraud, money laundering and terrorism financing in the context of organized crime and terrorism in France
An insurance contract policy is signed with a brokerage company dealing with second-hand cars. The purpose of the contract is to ensure vehicles and refund the purchase in case of total loss. Less than two years after the creation of the company, 10 vehicles are damaged by a fire (all of those vehicles were held for resale only). The prejudice of the company amounts to EUR 85 000. The purchase book of the company shows that the vehicles had been all purchased in cash.
Further investigations uncovered new elements: the company’s owner belongs to a criminal network who handles large amounts of cash (generated by violent money extortion, burglaries, theft and concealment, drug trafficking) to be laundered notably through insurance fraud. The CEO is in relation with another individual (from the same criminal community), who is a taxi driver that occasionally deals with purchase and resale of undeclared vehicles. The analysis of financial flows showed that this taxi driver transmitted part of the cash generated to a transferee of funds based in a country near the Syrian border. This individual is suspected of channelling funds to jihadist fighters.
In the context of terrorism threats, some TF risks have been highlighted in relation to kidnaping and ransom insurance.[footnoteRef:41] Insurers and intermediaries should take appropriate steps to ensure that policy payouts are not directly or indirectly funding terrorist activities.  [41:  2015 FATF Financing of the Terrorist Organisation Islamic State in Iraq and the Levant (ISIL) and in “Emerging terrorist financing risks”.(October 2015) ] 

Unlike the typical misuse of financial products for ML/TF purposes, in the above examples, the insurer generally suffers financial loss by the illicit conduct of customers and will have appropriate commercial controls in place to prevent that loss.
Public sector authorities should provide clear guidance and adopt measures to reduce potential ML/TF risks in non-life insurance sectors such as prohibiting the use of cash for insurance settlements.  Insurance firms should ensure that policy payouts are not made to a person subject to a sanction list.
Non-life insurers or intermediaries involved in international businesses and offering products with higher ML/TF risks should make themselves aware of the national legal restrictions and/or requirements applicable to their businesses and adopt appropriate ML/TF risk mitigation measures which commensurate the risks. Mitigation measures required for non-life products can be different than those relevant for life insurance products and specific controls should be adopted for different products.
There are also some limited scenarios in which specific non-life insurance    products, while not themselves being used for ML or TF purposes, may provide the insurer with the ability to detect suspicious underlying insured activity, including related to the financing of proliferation of mass destruction weapons[footnoteRef:42] (PF WMD) and/or in violation of financial sanctions requirements. An example is marine cargo insurance when the underlying transaction may include goods that could be used for WMD activities, or be transported in violation of economic sanctions. In such instances and where permitted by law, the termination of the insurance coverage should be considered. [42:    http://www.fatf-gafi.org/publications/financingofproliferation/documents/guidance-counter-proliferation-financing.html] 

In addition, when non-life insurers or intermediaries become aware of suspicious ML/TF activities an STR should be filed in accordance with national requirements, and insurers or intermediaries must be protected by law from criminal and civil liability for breach of any restriction on disclosure of information (in accordance with the provisions of R. 21).  
Annex B. [bookmark: _Toc509840577][bookmark: _Toc517968074]REINSURANCE
The customers of reinsurers are insurers or other reinsurers. The risk of regulated insurers or reinsurers exploiting reinsurance to conduct ML or TF is considered to be lower, if the ceding insurer is a small company located in a jurisdiction which does not have effective AML/CFT supervision there may be a more elevated risk.  In many cases, however, what is perceived as the likeliest forms of ML through reinsurance are in fact forms of fraud, e.g., fictitious or inflated placements, premiums or claims (see box on IAIS typologies below).  
Reinsurers have minimal ability to, and in general are not expected to, conduct CDD on the customers of their customers (i.e., the policyholders of ceding insurers or reinsurers). A useful analogy is found in the FATF Guidance on Correspondent Banking Services[footnoteRef:43]: ‘The term KYCC has created a lot of confusion. To clarify, the FATF Recommendations do not require financial institutions to conduct customer due diligence on the customers of their customer (i.e., each individual underlying customer). In a correspondent banking relationship, the correspondent institution will monitor the respondent institution’s transactions with a view to detecting any changes in the respondent institution’s risk profile or implementation of risk mitigation measures (i.e., compliance with AML/CFT measures and applicable targeted financial sanctions), any unusual activity or transaction on the part of the respondent, or any potential deviations from the agreed terms of the arrangements governing the correspondent relationship. In practice, where such concerns are detected, the correspondent institution will follow up with the respondent institution by making a request for information (RFI) on any particular transaction(s), possibly leading to more information being requested on a specific customer or customers of the respondent bank. There is no expectation, intention or requirement for the correspondent institution to conduct customer due diligence on its respondent institution’ customers.” [43:  	http://www.fatf-gafi.org/media/fatf/documents/reports/Guidance-Correspondent-Banking-Services.pdf.] 

As a matter of good practice, reinsurers should, through their regular commercial diligence, seek to transact only with insurers that have adequate AML/CFT compliance programmes in place. [footnoteRef:44] Consideration should be given to including specific AML/CFT control expectations of the ceding insurer and the remediation requirements, should control fail within the reinsurance contract. Prior to entering into reinsurance arrangements, the reinsurers’ due diligence process should include gathering information (including information from lead underwriters and reinsurance intermediaries, such as brokers) related to the effectiveness of ceding life insurers’ AML/CFT compliance programmes. Reinsurers should have periodic updates to their original due diligence  [44:        This would only be relevant where insurers are required to have AML/CFT compliance programmes in place. ] 

In certain contexts, reinsurers may have the opportunity to support ceding insurers in the detection of possible ML/TF.  In particular:
· Facultative reinsurance[footnoteRef:45], in which details of each underlying insureds are provided to the reinsurer by the insurer, may provide an opportunity for the reinsurer, through its customary underwriting practices, to identify unusual activity; [45:  Facultative reinsurance is one of the two categories of reinsurance, with the other being treaty reinsurance. Facultative reinsurance is considered to be more of a one-off transaction while treaty reinsurance is more of a long-term arrangement. Facultative reinsurance allows the reinsurer to review individual risks and determine whether to accept or reject them. Treaty reinsurance covers a “book” of risks, and the reinsurer is expected to cover all risks falling within the class of business that is the subject of the treaty.] 

· Marine reinsurance, if details of underlying covers are provided and might indicate shipments related to weapons or nuclear proliferation activity
When reinsurers become aware of possible AML/CTF or proliferation issues regarding underlying customers, they should collaborate with the ceding insurers or reinsurers on disclosure to appropriate authorities or consider filing a STR.
	Box B.1. Reinsurance case studies from IAIS application paper on combating ML/TF
Case study 1
An insurer in Country A sought reinsurance with a reputable reinsurer in Country B for its directors and officers cover of an investment firm in Country A. The insurer was prepared to pay four times the market rate for the requested reinsurance cover. This raised the suspicion of the reinsurer which contacted law enforcement agencies. Investigation made clear that the investment firm was bogus and controlled by criminals with a drug background. The insurer had ownership links with the investment firm. The impression is that - although drug money would be laundered by a payment received from the reinsurer – the main purpose was to create the appearance of legitimacy by using the name of a reputable reinsurer. By offering to pay above market rate the insurer probably intended to assure continuation of the reinsurance arrangement.
Case study 2
A group of persons with interests in home construction effected a payment in favour of construction company A under contracts connected with their participation in investment construction (at cost price). Insurer P accepted possible financial risks to these contracts under a contract of financial risks insurance and received an insurance premium. At the same time, insurer P concluded with construction company A a secret agreement providing that the difference between the market cost of housing and the cost price was transferred in favour of the insurer as a premium under the contract of financial risks insurance. When the funds were received by insurer P they were transferred as premium under a reinsurance agreement with in favour of insurer X. By way of fictitious service contracts and commission payments made under an agency contract, insurer X channelled the funds to several off-shore shell firms. Beneficiaries of the actual profit, being withdrawn abroad to the shell companies, were owners and directors of the construction company A.




Annex C. [bookmark: _Toc517968075] EXAMPLES OF RISK FACTORS RELEVANT FOR THE ML/TF RISK ASSESSMENTS OF INSURANCE ENTITIES 
This Annex provides examples of different categories of risk factors relevant in an insurance context, highlights red flags and outlines mitigating factors which an insurer or intermediary may wish to take into account when performing risk assessments. The same risk may be regarded as higher in one jurisdiction while in another jurisdiction it may be regarded as lower risk depending on the circumstances prevailing in the jurisdiction.  It should be read in conjunction Section II of this Guidance, as well as the applicable national and sectoral risk assessments. 
Where a risk factor is coupled with one or more red flag indicators, insurers and intermediaries may wish to apply a more stringent approach to CDD and monitoring. The following are risk factors which an insurer or intermediary can consider when performing their risk assessment. 
Product risk factors 
Product risk is assessed by identifying how vulnerable a product is to money laundering and terrorist financing based on the product’s design. Product risk should be assessed periodically and when significant changes are made to product offerings (including the development of new products/services). Product risk is a significant factor in identifying unusual activity. 
The following table describes attributes used to assess the vulnerability of product offerings and provides lower and higher risk examples. 
	Attribute 
	Lower risk example 
	Higher risk example 

	Ability to hold funds 
or transact large sums 
	Product design that does not hold a balance or can’t be withdrawn against, such as group benefits 
	Product design that allows funds to be held on behalf of the customer; high-value or unlimited-value premium payments, overpayments or large volumes of lower value premium payments

	Customer anonymity or third-party transactions 
	Product design that only allows transactions from customers with identification, or where all funds flow back to customer 
	Product design that allows deposits and payments by third parties or unknown parties or that provide for non-face-to-face transactions (for example, mobile apps if payment source unknown) 

	Liquidity 
	Product design that includes significant fees or other penalties for early withdrawals 
	Product design that has no (or no significant) fees or other penalties for early withdrawal 

	Time horizon 
	Products that are typically held for a long period of time, such as years, until retirement or death 
	Products that are typically held for a shorter time period 

	Purpose and intended use of product 
	Product design makes it easy to identify if products are not being used as intended 
	Product design makes it difficult to identify if products are not being used as intended 


The following product features tend to increase the risk profile of a product:
· Flexibility of payments, for example the product allows payments from unidentified third parties or high-value or unlimited-value premium payments, overpayments or large volumes of lower value premium payments or cash payments;
· Ease of access to accumulated funds, for example the product allows partial withdrawals or early surrender at any time, with limited charges or fees;
· Negotiability, for example the product can be traded on a secondary market or used as collateral for a loan; and
· Anonymity, for example the product facilitates or allows the anonymity of the customer.
The following product features tend to decrease the risk profile of a product:
· Product only pays out against a pre-defined event, for example death, or on a specific date, such as in the case of credit life insurance policies covering consumer and mortgage loans and paying out only on death of the insured person;
· No surrender value;
· No investment element;
· No third party payment facility;
· Total investment is curtailed at a low value;
· Life insurance policy where the premium is low;
· Accessibility only through employers, for example a pension, superannuation or similar scheme that provides retirement benefits to employees, where contributions are made by way of deduction from wages and the scheme rules do not permit the assignment of a member’s interest under the scheme;
· Product cannot be redeemed in the short or medium term, as in the case of pension schemes without an early surrender option; and
· No cash payments.
Service and transaction risk factors 
Service and transaction risk can be assessed by identifying how vulnerable a product is to use by a third party or unintended use based on the methods of transaction available. Service and transaction risk is influenced by product design. Understanding potential service and transaction risks in the business is a significant factor in recognizing unusual activity at a customer level. 
Service and transaction risk is considered higher when the features or services of a product make it possible for customers to use the product in a way that isn’t consistent with the purpose of the product. For example, an insurance policy with investment funds may be intended as a long-term investment, but could be vulnerable to frequent transactions because it allows for low fee transactions and there may be no disincentive to withdrawing money at any time. 
The following tables describe attributes used to assess service and transaction risk and provide lower and higher risk examples. 
	Attribute 
	Lower risk example 
	Higher risk example 

	Difficulty to trace ownership of funds 
	Preprinted cheques, bill payments, EFT payments with verified banking records 
	Cash, bank drafts in bearer form, travellers cheques, and counter cheques (where the ownership information is handwritten or typed in a different font than the rest of the cheque) 

Potentially: Some Digital Currencies

	Customer is not the payer or recipient of the funds 
	The funds are moved from or to another financial institution 
	The third party paying or receiving funds has not previously been disclosed 

	Payment source or recipient is based outside of country
	The recipient or payer is the owner and is in a low risk country 
	The recipient or payer is the owner and is in a higher risk country 
The recipient or payer is a third party outside of country (More difficult to trace or confirm source of funds)

	Number of transactions 
	Low number of transactions or transaction frequency that is typical for the product. 
	Large number of transactions back and forth with the customer or third parties is normal for the product design 

	Transactional patterns 
	Regular and expected customer account activity. 
	Significant, unexpected and unexplained change in the customer’s typical activity, such as early surrenders or withdrawals is a service offered. 


Distribution / intermediary channel risk factors 
The distribution channel is the method a customer uses to open a new policy or account. The distribution channel risk is identified by assessing how vulnerable the channel is to money laundering or terrorist financing activities based on attributes that may make it easier to obscure customer identity. 
The risk of failing to correctly identify a customer may be higher for distribution channels that use an intermediary, or do not require face-to-face contact. Depending on product, distribution channel risk is mitigated using distributors who are also subject to AML/CTF legislation, which requires a compliance programme to be in place. 
The following table describes attributes used to assess the vulnerability of a distribution channel and provides lower and higher risk examples. 
	Attribute 
	Lower risk example 
	Higher risk example 

	Distributor has 
AML/CTF 
obligations 
	Distributor is overseen by a regulatory authority and subject to AML/CTF laws equivalent to life insurer or stronger 
	Distributors not subject to AML/CTF requirements

	Payment to life insurer
	Customer pays Life Insurer directly from their account at a bank or securities dealer
	Customer pays a distributor, who then pays the Life Insurer. 
Risk: The intermediary obscures the source of payment. 

	Direct relationship of customer to Life Insurer 
	Contracted agents and banking consultants  
Products distributed by Life Insurer employees 
	No face-to-face relationship with Life Insurer employee or an agent. For example, trusts or insurance sold by telephone or online without adequate safeguards for confirmation of identification.


· The following distribution/intermediary risk factors may contribute to higher risk:
· Non-face-to-face sales, such as online, postal or telephone sales, without adequate safeguards to mitigate the risks of identity fraud;
· The intermediary is involved in the management of claims.
· Long chains of intermediaries; and
· Intermediary is used in unusual circumstances (e.g., motivated by an unexplained geographical distance). 
· The following factors may contribute to lower risk:
· Distribution is done through certain companies that have a contract with the insurer to provide life insurance for their employees, for example as part of a benefits package.
Geographic risk factors 
Life insurers should periodically assess geographic risk by identifying how vulnerable the business is to money laundering or terrorist financing activities based on business connections to regions and countries which are perceived to present a higher risk (see para 107). 
Customer risk factors
Customer-based risk factors are assessed to evaluate the level of vulnerability to money laundering and terrorist financing threats posed by customers based on their characteristics. Understanding the inherent risks helps us effectively identify appropriate mitigating controls and manage residual risks. Customer risk factors combined with business risk factors, can be used as criteria for risk scoring to identify high risk customers. Customer based risk factors include:
· Customer identity 
· Third party involvement 
· Customer’s source of wealth/funds 
· Politically exposed customers 
· Known criminal or terrorist 
The following table describes customer-based risk attributes used to assess vulnerability to money laundering and terrorist financing. 
	Attribute 
	Lower risk example 
	Higher risk example 

	Identification 
	Customer provides photo identification or can be identified using third party sources 
	Customer has difficulty producing identification or the authenticity of the identification provided is questionable 

	Third party relationships 
	No third party involvement 
	Controlled by a third party, or multiple 
indicators of third party deposits or 
payments 

Controlled by a Gatekeeper without any interaction with the beneficial owner

	Customer’s legal form
	Customer is a living person

Customer is a large, publicly traded legal entity with clear ownership and control
	Customer is a legal entity with a complex structure difficult to ascertain those who own or control the entity.

Policy holder and/or the beneficiary of the contract are companies with nominee shareholders and/or shares in bearer form

	Source of funds and wealth; including occupation or business type 
	Customer’s business type or occupation is in a lower risk industry 



	Customer’s business or occupation is in a higher risk industry (such as involved in one or more of cash intensive business, international exposure or associated with crime typologies) 

Customer’s business or occupation is associated with a lower income for a high value deposit without a confirmed source of funds/wealth (inheritance/ real estate/ beneficiary of insurance)

	Depth and duration of relationship with customer 
	[bookmark: _Hlk503821712]Customer has a long history with the life insurer or its agents and additional information is on file (such as credit underwriting, life insurance underwriting, KYC) 
	Customer is new to life insurer with little or no experience with the customer. 

	Customer only holds accounts with lower risk products and services
	Customer holds policies or accounts that are registered with the government, e.g., Registered Retirement Savings Plan  
	Customer only holds non-registered policies or accounts, e.g., investment or bank account with an affiliate

	Attribute 
	Lower risk example 
	Higher risk example 

	Other factors 
	Customer does not have negative news media or media confirms what is known about the customer (such as career confirmation or community engagement) 
	Customer has ties to or is on a designated sanctions list. 
Customer has a history of predicate offences or is associated with negative news. 

	Political exposure 
	Customer does not have any ties to politically exposed persons 
	Customer is considered a politically exposed foreign person  


Customer identity
Customer identity risk refers to the risk that the life insurer is doing business with a customer who is not who they say they are, or is involved with money laundering or terrorist financing. 
To mitigate customer identity risk, the identity of customers may be ascertained by reviewing customer identification and the customer profile is supplemented with underwriting information or any existing relationships with the customer. 
The customer profile may include: 
· The length of customer relationship with the insurer;
· History of suspicious or unusual transactions; 
· Negative news which may affiliate the customer with allegations of criminal behaviour; and 
· Notices or requests from law enforcement. 
Third party involvement 
Third party involvement in an insurance product may increase the money laundering and terrorist financing risk, as unknown parties may have an interest in, or control of the policy or account. 
When an unusual transaction or series of transactions involving a third-party source or recipient of funds is identified, additional information similar to customer due diligence may help mitigate risk. Enhanced due diligence steps can include requesting the relationship to the customer, the involvement with the policy or account, and the source of wealth. Some products do not allow or restrict deposits or payments by third parties. 
Third party Red Flags
· Gatekeepers such as accountants, lawyers, or other professionals holding accounts/policies/contracts at an insurer, acting on behalf of their customers, and where the insurer places unreasonable reliance on the gatekeeper.;
· Customers who assign or otherwise transfer the benefit of a product to an apparently unrelated third party; and 
· Customer changes the beneficiary clause and nominates an apparently unrelated third party.
· Payments are regularly received from third parties that are no apparent relationship with the policy holder.
Customer’s source of wealth
To mitigate the risk of not understanding the customer’s source of wealth, life insurer risk based approach programmes may monitor higher value transactions, and responds to red flags by reviewing for consistency with the customer’s source of wealth in combination with the customer’s: 
· Policies and accounts with the insurer; and
· Business type, occupation and industry, geographic residency and political exposure. 
Geographic risk
A customer’s geographic location or connections may indicate higher risk for money laundering or terrorist financing activities. To mitigate risk, controls are recommended based on domestic and international geographic risk factors. 
Domestic geographic risk factors 
Where data is available, the assessment of higher domestic geographic risk based on data from internal insurer historical case experiences or government data based on crimes applicable to money laundering and other predicate offenses by region can be used as a risk factor or within monitoring programme.
	Attribute 
	Lower risk example 
	Higher risk example 

	Higher crime regions  
	Customer does not reside in a region with higher frequency and severity of crimes with money laundering risk 
	Customer resides in a region with high frequency and severity of crimes with money laundering risk 

	History of high risk activity or fraud 
	Customer does not reside in a region that experiences a higher incidence of high risk activity or fraud 
	Customer resides in a region that experiences a higher incidence of high risk activity or fraud 


International geographic risk factors
Customer risk is higher among customers with connections outside country, especially connections to higher risk countries (see para 107) .  
	Attribute 
	Lower risk example 
	Higher risk example 

	Foreign tax or physical residency of customer 
	Countries risk ranked as low by the Life Insurer  
	Countries risk ranked as high by the Life Insurer

	Foreign ties or transactions 
	Customer does not have any indicators of foreign residency or transactions outside of country
	Customer has requested or performed transactions with ties to high risk countries 


Geographic Risk Red Flags
· Geographic risk: significant and unexplained geographic distance between residence or business location of the customer and the location where the product sale took place (or the location of the insurer’s representative). 
· Has the customer provided certification of their domestic tax residency that is supported by other information that the insurer or intermediary knows about the customer?
· What is the tax residency of the customer 
· Are all communications sent internationally without foreign residency ties
· Does the source of wealth, source of funds or other known relationship include ties to higher risk countries?
· Death claim payments to a beneficiary residing in a high-risk country due to terrorism.
· Premiums and/or settlements are paid through accounts held with financial institutions established in jurisdictions associated with higher ML/TF risk; and
· Intermediary is based in, or associated with, jurisdictions associated with higher ML/TF risk
Red Flags for customer risk factors:
· Customers that are legal entities whose structure makes it difficult to identify the ultimate beneficial owner or controlling interests. (Note: This can happen at inception or, subsequently, an individually owned insurance policy can be assigned to a legal entity. KYC/CDD processes should apply at both stages.) 
· Policy holder and/or the beneficiary of the contract are companies whose structure makes it difficult to identify the beneficial owner, e.g., multiple layers or because the entity’s ownership structure crosses jurisdictions;
· Policy holder and/or the beneficiary of the contract are companies with nominee shareholders and/or shares in bearer form;
· Occupation with a low average income and the policy has high ongoing deposits
· A history within an occupation with a higher risk for ML/TF due to local crime typologies, high access to cash based businesses or international exposure
· Customers who are reluctant to provide identifying information when purchasing a product, or who provides minimal or seemingly fictitious information.  
· Customer transfers the contract to another insurer; (low risk after a long relationship, higher risk if after a short period of time, especially with high fees)
· Insurer is made aware of a change in beneficiary only when the claim is made; and Customer incurs a high cost by seeking early termination of a product; and
· Customer’s request to change or increase the sum insured and/or the premium payment are unusual or excessive.



Annex D. [bookmark: _Toc517968076]EXAMPLES OF DIFFERENT SUPERVISORY PRACTICES FOR THE IMPLEMENTATION OF THE RBA
BERMUDA
All life insurers (insurers) are required to file an Anti-Money Laundering/Countering Financing of Terrorism (AML/CFT) annual return as part of their annual statutory filing. Broadly, the annual return requires an insurer to provide a range of information which includes the insurer’s Inherent Risk (i.e., customer type, the products and services it offers, geographic distribution of its customers and/or beneficiary owners, and channels of distribution). The insurer is also required to provide information about the controls it has in place (Control Effectiveness), including corporate governance structure, internal controls, AML/CFT policies and procedures, employees’ level of experience, integrity, AML/CFT training and knowledge, and other measures taken by the insurer to monitor and/or reduce its ML/TF risk exposure. The information obtained from the annual returns helps the BMA to identify and achieve a better understanding of each individual insurer’s exposure or potential exposure to ML/TF risks.
The annual return is embedded within the insurance prudential statutory return. This allows both the AML/CFT and prudential supervisors to have a holistic view of the insurers’ risk, and eliminates any duplication of information and reduces the burden on insurers since they will only be required to file a single statutory return. In addition, asking insurers to integrate their AML/CFT and prudential filings will ensure ML/TF risk is intrinsic to the insurer’s universal risk management and prioritisation framework.
The BMA also takes into consideration the size (Exposure Level) of each insurer. The exposure level adjustment is built upon the basis that the size of the insurer directly correlates with the level of ML/TF it is exposed to in light of the insurer’s volume and/or size of activities. Larger insurance entities can also be systemically important institutions that can adversely impact the stability of the sector if major ML/TF events were to occur, with downstream effects on the reputation of Bermuda. 
In addition, the BMA’s understanding of ML/TF risks is further enhanced and refined through information obtained from onsite and offsite results, insurers’ independent AML/CFT audit reports , enforcement actions, and information from other local competent and law enforcement authorities (Other Variable). Furthermore, and to facilitate comparison of the insurance entities with other AML/CFT regulated entities outside the life insurance sector, the BMA takes into consideration the risk inherent within the life insurance sector as a whole in comparison to the inherent risk of other sectors. The sectorial inherent risk is largely based on the National Risk Assessment (NRA) results. The NRA results are used to inform and cross-calibrate the overall understanding of ML/TF risk within the life insurance sector.
The BMA assesses this information using an internally-developed risk assessment model (the Model), an analytical tool providing a formal and systematic process for assessing the level of ML/TF risk in a consistent way across all insurers. As a mathematical function, the model calculates the insurer’s entity risk score (ERS) using the following equation:

ERS = (IR – CE) x EL +/- OV
Whereby:
IR = Inherent Risk 
CE = Control Effectiveness
EL = Exposure Level 
OV = Other Variables
IR – CE = RR (Residual Risk) 
After taking into consideration all the factors described above, the BMA Model derives the insurer’s ML/TF risk score broadly classified as low, medium or high risk. The weight allocated to each factor is determined based on the importance and or materiality of that factor in assessing the overall ML/TF risk of the insurer. These results constitute the basis for further actions taken by the BMA. It enables the BMA to give priority and allocate more supervisory resources to insurance entities of higher ML/TF risk, and determine the frequency, scope and intensity of periodic assessments (including offsite monitoring and onsite reviews) of an insurer’s ML/TF  risk.  
FRANCE
On the assessment on ML/TF risks, the ACPR issues an annual AML/CFT questionnaire to be submitted by life insurers and groups (as well as banking entities and groups). The questionnaire was reviewed to include a dedicated part to specific AML/CFT risk based approach, which takes into account that insurers are required to undertake of their own a risk assessment including products, channels, transactions and characteristics of customers and to extend the type of statistics information in line with AML-CFT activity/system. Additionally, insurers (as well as banks) are requested to submit annually an internal control report dedicated to AML-CFT aspects. The ACPR determines a risk profile for each life insurer, taking into account answers to the annual questionnaire, the analysis of the internal control report, and where an inspection has been performed, the results of on-site inspection and information received. For intermediaries that are small entities and that do not receive funds, the ACPR also determines a risk profile at the level of a cluster.
At the sectoral level, the ACPR has undertaken a review of the sectoral risk assessment by analysing and aggregating the responses submitted to the aforementioned questionnaire and from the outcomes of insurer internal control reports. The ACPR engages with the private sector and other public authorities within dedicated consultative fora. The ACPR supports a cross-sectoral approach in AML-CFT (including both banking and insurance sectors) since a lot of banking institutions in France are distributing insurance contracts on behalf of insurers and a lot of them are bancassurance entities.
The areas of inspection in the insurance sector are currently driven by risk factors. On average, on-site missions are performed on seven to ten insurance companies annually. Over the past years, targeted missions which focused on specific risk areas were carried out. 
At an insurance group level, the ACPR has carried out off-site inspections, in particular in the context of the Panama papers. The ACPR has also conducted on-site inspections at the parent undertaking group level, including extended inspections at certain foreign entities, with the authorization of the competent host country authority. These inspections aim to ensure that groups are effectively managing the risks inherent in business undertaken by foreign entities, and to supplement action taken by authorities in the host country, which are responsible for checking that locally applicable AML/CTF arrangements are properly implemented. 
More generally, in the insurance sector, inspections mainly have focused on large life insurers and a few brokers, particularly following reports to the ACPR by TRACFIN. Specific focus was given to due diligence measures implemented by institutions with regard to the repayment of bearer guaranteed investment contracts, which carry a higher risk of money laundering and legal persons or arrangements as customers and the issue of identification of BOs.
NETHERLANDS
Example 1: Off-site AML/CFT thematic review of branches of life insurance companies 
In 2016, DNB has conducted an off-site thematic review in which it investigated by means of a short survey all branches of life insurance companies who have been notified in the Netherlands, among which six life insurance companies. The questionnaire consisted of approximately 50 questions and focused on both compliance with AML/CFT legislation and compliance with sanctions legislation. The overall outcome was that most branches are familiar with the Dutch AML regulation. In certain cases improvement to the internal AML/CFT compliance procedures of the branches was needed, for example with respect to the PEP detection process or the reporting of unusual transactions to the FIU. This has been addressed. Some issues in relation to non-compliance with sanctions law legislation were followed up by the supervisor.  
Example 2: Sectoral risk analysis Insurance Companies 
The Dutch insurance supervisor annually performs a sector-wide analysis amongst insurance companies by sending them a questionnaire. The aim of the project is to acquire data-driven input to determine signal values for non-financial risks. This project focuses on the following non-financial risks:
· Business models and strategy,
· Information technology,
· Operational,
· Governance, behavior & culture,
· Integrity (including AML/CFT and sanction law)
The output of the analysis is one of the indicators that is be used to determine the ultimate risk score of an insurance company. Other indicators that can be combined with the signal value are results of studies and signals from the regular supervision. 
The ultimate aim of the project is to achieve: 
· Structured, data-driven input for the context or focalizes for non-financial risks, signal value, prioritization, and direction to further research. In addition, also make the development visible over time, per institution and sector-wide.
· Increase of awareness of the sector with regard to these risks and risk management.
· Reduction of inherent risks and / or improved risk management of the non-financial risks.



Annex E. [bookmark: _Toc517968077]GUIDANCE PROVIDED BY SUPERVISORS TO PRIVATE SECTOR FOR THE APPLICATION OF THE RBA
CANADA
Canada provides guidance to the private sector in the form of a workbook, which includes risk assessment and risk factors.  Further information on the guidance provided to the private sector can be found on: http://www.fintrac-canafe.gc.ca/guidance-directives/compliance-conformite/rba/rba-li-eng.asp

FRANCE
The sector enforcement principles on AML/CTF for the insurance sector, adopted and published in February 2015, are an explanatory document intended to apply to all insurance entities. This also applies to banking institutions where they are distributing insurance products, particularly when they act as third parties at the time of purchase of the insurance policy or as parent companies to bank-assurance linked groups.
The document is dedicated to the following subjects:
· risk-based approach;
· organization of the AML/CTF and internal control procedures;
· due diligence in life insurance;
· use of third-party reliance in insurance;
· AML/CTF obligations in non-life insurance.
The annexes include examples of money laundering and TF typologies with respect to life insurance, and non-life insurance developed by TRACFIN, to provide a concrete illustration of the risks. In addition, ACPR’s cross-sectorial guidelines, such as STR reporting obligations guidelines, PEPs cover the banking and the insurance sectors.
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